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Chapter 12
Secure Distributed Storage for the Internet 
of Things

Sinjoni Mukhopadhyay

12.1  Outline

With recent advances in machine-to-machine communication built on cloud com-
puting and networks of data-gathering sensors, the Internet of Things (IoT) has 
become an important part of the system and software community. IoT devices gen-
erate massive amounts of data which makes the cloud an ideal storage solution for 
such data. Although cloud storage may be preferred over on-premise storage due to 
its ease of access, low cost and delegated infrastructure management, IoT data stor-
age using a single cloud provider has several disadvantages. Relying on a single 
cloud provider to store all the data compromises data reliability while simultane-
ously sacrificing data availability. IoT devices generate different types of data, all of 
which are efficiently organized using different storage solutions. This chapter dis-
cusses leveraging distributed storage properties to securely store different types of 
IoT data while simultaneously ensuring data availability.

A few years ago, the idea of placing workloads on a single public or private cloud 
seemed very enticing; but since the introduction of hybrid cloud architectures [1], 
the choices in terms of the variety of services available has made it a more attractive 
option for many enterprises. As more enterprises are avoiding dependency on a 
single public cloud provider, cloud computing is making a shift towards the multi- 
cloud strategy. The main difference between multi-cloud and hybrid cloud solu-
tions, in this author’s opinion, is the manner in which the resources are deployed in 
each model. Hybrid cloud solutions can consist of a combination of private and 
public cloud deployments, all a part of a single cloud service provider, or multiple 
private or public cloud deployments; whereas multi-cloud solutions can include 
either private or public cloud deployments belonging to different cloud service pro-
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viders. Additionally, all functions in a hybrid cloud are performed as a conjoint 
effort between public and private clouds, whereas in multi-cloud solutions different 
services are provided by different cloud vendors. Using a multi-cloud strategy has a 
certain degree of flexibility which allows the user to choose between a variety of 
features made available at the most competitive pricing. Organizations also believe 
that a multi-cloud strategy has other benefits like the following: it helps avoid ven-
dor lock-ins; it tackles cloud reliability; it allows organizations to pick between 
services that are best suited to their applications/workload, and in addition it also 
provides benefits of data sovereignty. Data sovereignty defines the idea that infor-
mation which has been stored in binary/digital form is subjected to the laws of the 
country in which it is located. The multi-cloud strategy allows organizations to 
leverage geographically dispersed clouds to meet data sovereignty requirements 
and improve the user experience.

Distributed cloud storage allows data to be stored across multiple storage serv-
ers, either belonging to the same cloud or belonging to different cloud providers. 
With data being distributed across servers, the following questions arise:

 1. How can this distributed data be recovered?
 2. How easily can an adversary regroup data chunks to steal the original data?
 3. How is data recovered if a subgroup of servers is failing?

This chapter discusses one such distributed storage technique that has major reli-
ability and availability advantages. After introducing the distributed storage tech-
nique, we go on to talk about how this technique answers each of these questions.

Secret-sharing is a distributed storage algorithm used to store data chunks across 
multiple servers. Each server has an erasure coded piece of the data, which reveals 
no information about the original data. Data can be recovered as long as a sufficient 
number of servers are functional and available. Additionally, in case of data breaches 
in a single server, the attacker only gets access to the piece of the data stored under 
that server, which does not provide sufficient information to generate the original 
data object. This chapter outlines the existing storage solutions for different types of 
IoT data. It outlines the limitations of the existing state of the art, while addressing 
the benefits of applying a secret-sharing based IoT data model.

12.2  Background

Mark Hung, vice-president of Gartner Research stated that “The Internet of Things 
will have a great impact on the economy by transforming many enterprises into 
digital businesses and facilitating new business models, improving efficiency and 
increasing employee and customer engagement [2].” Based on reports provided by 
Gartner analysts, illustrated in Table 12.1 [3], looking into the future, there will be 
a 33.7% Compound Annual Growth Rate (CAGR) in units of IoT devices or con-
nected things, from 6.4 billion in 2016 to 20.4 billion in 2020, an overall increase of 
220%.
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The number is projected to rise beyond 2020, with an increased number of con-
sumers purchasing more IoT devices, and businesses spending more to develop and 
maintain such devices. In 2017, in terms of hardware spending, the use of connected 
things among businesses was expected to drive 964 billion dollars in total across the 
cross-industry and vertical-specific business segments as shown in Table 12.2.

IoT Endpoint Spending for Consumer applications was expected to amount to 
985 billion dollars in 2018. By the end of 2020, hardware spending from both seg-
ments is projected to reach nearly 3 trillion dollars. This predicted rise in the Internet 
of Things business will pave the way and define a mandate for optimizations of 
newer system and security technologies to make the future IoT devices more effi-
cient and secure. We will next explore the secure storage and cloud technologies 
which may be leveraged to meet this mandate.

12.2.1  IoT Storage in the Cloud

The importance of data storage decisions stems from their implications in terms of 
application performance, data integrity, and data protection and restoration. The 
strategic decision to move from on-premise storage to cloud storage can be based on 
the initial costs, maintenance, type and amount of storage, that is, the Total Cost of 
Ownership (TCO) [4]. There are two main criteria that need to be kept in mind 
while selecting a storage solution, that is, security and cost. The nature of your data 
determines the best storage location for this data, such that this data can be accessed 
securely as required by the business without violating security and regulatory needs. 
The cost can be determined based on a detailed consumer needs (like expected 
latency and data availability) versus vendor study. This would include the analysis 

Table 12.1 IoT installed Base by Category (Millions of Units) and CAGR (Compound Annual 
Growth Rate) [3]

Category 2016 2017 2018 2020 CAGR (%)

Consumer 3963.0 5244.3 7036.3 12,863.0 34.2
Business: Cross-Industry 1102.1 1501.0 2132.6 4381.4 41.2
Business: Vertical-Specific 1316.6 1635.4 2027.7 3171 24.6
Grand Total 6381.8 8380.6 11,196.6 20,415.4 33.7

Table 12.2 Predicted rise in endpoint spending and CAGR (Millions of Dollars) [3]

Category 2016 2017 2018 2020 CAGR (%)

Consumer 532,515 725,696 985,348 1,494,466 29.4
Business: Cross-Industry 212,069 280,059 372,989 567,659 27.9
Business: Vertical-Specific 634,921 683,817 736,543 863,662  8.0
Grand Total 1,379,505 1,689,572 2,094,881 2,925,787 20.7
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of needs of different workloads and databases and their matched capabilities and 
costs with different cloud vendors.

In terms of system performance, hardware and software, system upgrades in the 
Cloud are much faster and inexpensive as compared to the months needed to upgrade 
on-premise storage. Disaster recovery in clouds is much more reliable in terms of 
the backup instances that are replicated in various physical locations, as compared 
to on-premise storage in tapes and disk backups. However, when it comes to secu-
rity, technologists are conflicted between choices. The Snowden breach [5] in 2013 
and the more recent Amazon Web Services (AWS) outage [6] in 2017 are two exam-
ples that prove that data is not secure whether on-premise or on the cloud.

The large volume and heterogenous types of data generated by the Internet of 
Things make the Cloud, with its high processing power, an  ideal solution that 
some enterprises choose to process this data rather than build huge amounts of in- 
house capacity. Some examples of current cloud giants tackling IoT workloads are 
Microsoft’s Azure IoT solution accelerators [7], Amazon’s AWS IoT [8] and 
Google’s Cloud IoT [9]. In general, cloud computing resources are fairly inexpen-
sive in terms of availability and can also perform tasks rapidly. They easily adapt to 
the needs of each user that they serve, and the user location is generally irrelevant to 
the usage of the cloud from a technology perspective, but there sometimes could be 
regulatory implications. As long as you have the Internet, you can connect to the 
devices. 

Currently, both IoT devices and the Cloud need designers and programmers to 
fix various incompatibilities to make sure they can work together better in the future. 
Figure 12.1 shows the layers involved with IoT data storage in the cloud. In the 

Fig. 12.1 The Cloud is an efficient storage solution for the massive amounts of data generated by 
the Internet of Things [10, 11]
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future, some IoT devices will have increased device power to improve on-device 
data processing. Taking care of data processing and management on the device- 
level would mean that the Cloud resources can focus on things like data security, 
availability and storage. On the other hand, the Cloud deployments need to securely 
transfer and store data that are being communicated from different devices in differ-
ent locations. In order to combine the flexibility and high computation power of the 
cloud with the intelligence of the IoT devices, new ways of analyzing and storing 
data is on the rise. This mitigates the dependency on cloud storage and enhances the 
role of IoT in performing computations and making decisions while staying closer 
to the end-user.

This new way is Edge [12] and Fog [13] computing. Instead of sending raw data 
off to the Cloud to be disseminated and analyzed, edge/fog computing is used for 
devices that require instantaneous or real-time decision making from their sensors 
in order for them to function correctly. An example of such a device is self-driving 
cars, which will create a new subsection of machine-to-machine communication in 
the form of vehicle-to-vehicle (V2V) communication. Any interactions with these 
cars will need to happen as close to real-time as possible. Edge computing moves 
data a far shorter distance, as compared to cloud, from the sensors themselves to 
local gateway device such as a switch or a router. This gateway device then per-
forms the necessary processes and analysis and sends back decisions to the IoT 
device quicker than via cloud computing. Typically, this is done by the IoT devices 
transferring the data to a local device that includes compute, storage and network 
connectivity in a small form factor. Data is then processed at the edge, and all or a 
portion of it is sent to the central processing or storage repository in a corporate data 
center, co-location facility or Infrastructure as a Service (IaaS) cloud. Edge comput-
ing has various use cases. One is when IoT devices have poor connectivity and it is 
not efficient for IoT devices to be constantly connected to a central cloud. Other use 
cases involve latency-sensitive processing of information. Edge computing reduces 
latency because data does not have to traverse over a network to a data center or 
cloud for processing, making it ideal for situations where latencies of milliseconds 
can be untenable, such as in financial services or manufacturing. Fog computing is 
a term derived from edge computing. Fog refers to the network connections between 
edge devices and the cloud. Edge, on the other hand, refers more specifically to the 
computational processes being done close to the edge devices.

12.2.2  Security in the Internet of Things

The IoT industry at this time is in its infancy and has significant security and privacy 
implications. Matt Burgess mentions, “Everything that’s connected to the internet 
can be hacked, IoT products are no exception to this unwritten rule.” He further goes 
on to talk about the toy manufacturer Vtech, which lost the videos and pictures of 
children due to hackers compromising its insecure IoT systems [14]. Earlier, 
Wikileaks claimed that the CIA has been developing security exploits for a 
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connected Samsung television. The US director of national intelligence, James 
Clapper, predicted in 2016 that “In the future, intelligence services might use the 
Internet of Things for identification, surveillance, monitoring, location, tracking, 
and targeting for recruitment, or to gain access to networks or user credentials” [15].

In general, security is one of the biggest issues with the Internet of Things. Data 
collected by sensors may be extremely sensitive; for example, what we say or do at 
our own house, what we like and dislike, and our interests, to name a few. Security 
of such information is vital to consumer trust. But based on the track record pro-
vided by IoT devices, basic security concepts have been given little thought. The 
lack of patching capability in most IoT devices makes it hard to recover from soft-
ware flaws detected on a regular basis. Hackers have actively begun targeting IoT 
devices such as routers and webcams because the inherent lack of security in these 
devices makes them easy to compromise and roll up into giant botnets. In 2017, 
researchers found 100,000 webcams originating in China that could be hacked with 
ease [16]. Some of these NeoCoolCam devices were priced as low as 39 dollars and 
were purchased all around the world. They contained improper quality assurance at 
the firmware level, several bugs affecting their authentication mechanisms and other 
buffer overflow vulnerabilities [17]. In 2017, other IoT vulnerabilities around the 
world have been brought to light like the internet-connected smartwatches for chil-
dren, investigated by the Norwegian Consumer Council, that have been found to 
contain security vulnerabilities that allow hackers to track the wearer’s location, 
eavesdrop on conversations, or even communicate with the user [18]. Currently, the 
tradeoff between cost and security has made the abovementioned problems wide-
spread and intractable.

The Internet of Things bridges the gap between the digital world and the physical 
world, which means that hacking into devices can have dangerous real-world con-
sequences. For example; hacking into the sensors controlling the temperature in a 
power station could trick the operators into making a catastrophic decision about 
incorrectly modulating the temperature even when not needed; taking control of a 
driverless car could lead to major accidents and risks of losing lives. In short, people 
should understand that there are many different use cases for the Internet of Things, 
many of which are yet to be explored, and that this has the potential to positively 
and negatively impact our lives. This chapter aims to throw light on some of the use 
cases and explore potential solutions to the problems we may face in the future due 
to the inherent properties of the Internet of Things.

12.3  Storage and the Internet of Things

IoT devices typically have limited data storage capabilities. Most of the data needs 
to be communicated using protocols such as Message Queuing Telemetry Transport 
(MQTT) [19] or Constrained Application Protocols (CoAP) [20], then further 
ingested by IoT services for additional processing and storage. MQTT is designed 
for connections with remote locations or  where network bandwidth is limited, 
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whereas CoAP is used for constrained devices that communicate within the same 
constrained network. Dealing with the increased volume of data has made it diffi-
cult to secure the data in storage and to maintain integrity and privacy of the data. 
Apart from the obvious “more data means more storage” problem, there is also the 
added problem of dealing with different types of data generated by these devices. 
First, there is large-file data, such as images captured from medical devices. This 
data type is typically accessed sequentially. The second data type is very small, for 
example, log-file data captured by sensors. These sensors, while small in size, can 
create billions of files that must be accessed randomly. Determining the type of data 
to be stored is an essential first step to finding an optimized storage solution. The 
final goal is to build a multi-tiered storage solution that will work well with all types 
of data.

12.3.1  Existing Storage Technologies

Based on previously explained challenges with IoT data, storage solutions need to 
have three main properties: they need to securely store massive amounts of data, 
support horizontal scaling, and need to have the ability to deal with heterogeneous 
data resources. This section describes some existing storage technologies that are 
currently being applied to the Internet of Things.

 Fazio et al. propose a two-layer hybrid architecture based on both SQL-like, 
and XML-like non-SQL technologies to provide a scalable, efficient and elastic 
sensing service [21]. They represent heterogeneous monitoring devices and data 
using Sensor Web Enablement (SWE) specifications, which defines data encod-
ings and web services to store and access sensor-related data. Kang et al. propose 
a sensor- integrated radio frequency identification (RFID) data repository-imple-
mentation model using the MongoDB database [22]. They use a design based on 
horizontal data partitioning to maximize query speed and uniform data distribu-
tion over data servers. Gray et al. proposed a low complexity greedy distributed 
data replication mechanism to increase resilience and storage capacity of IoT 
based surveillance systems against node failure and local memory shortage [23]. 
Hu et al. introduce a ubiquitous data accessing method to deal with distributed 
storage of IoT based data in the healthcare area [24]. Teing et al. perform a foren-
sic investigation of peer to peer (P2P) cloud storage for IoT networks using 
BitTorrent as a case study outlining strengths and weaknesses of using P2P cloud 
for IoT networks [25].

Jiang et  al. talk about a database management model that combines multiple 
databases to store and manage structured IoT data [26]. They also propose a 
Representational State Transfer RESTful service generating mechanism to provide 
a hypertext transfer protocol (HTTP) interface for those applications that access the 
data stored based on their framework. Liu et al. propose a storage management solu-
tion based on NoSQL called IOTMDB [27]. Apart from handling large-scale data, 
this solution also tackles data sharing and collaboration. They also provide a query 
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mechanism to easily search and locate their shared data. Raj et al. go in a different 
direction as compared to literature around the time and exploit a document-oriented 
approach to propose a system that supports both heterogeneous and multimedia data 
[28]. They built their storage solution on top of the CouchDB database server and 
used a RESTful API to provide a rich set of features that targeted generic IoT appli-
cations. Distributed storage techniques came into the picture long before systems 
engineers started using secret- sharing to store their data.

Shyu et al. modify Shamir’s secret-sharing [29] to utilize all coefficients in poly-
nomials for larger data capacity at the data level [30]. Additionally, they use a dis-
tributed IoT storage infrastructure to provide scalability and reliability at the system 
level. Multiple IoT storage servers are aggregated to improve storage capacity, 
whereas individual servers can join and leave freely for flexibility at the system 
level. The importance of securely storing data is increasing as the amount of data 
produced by IoT devices is increasing. Satarkar et  al. propose a secure storage 
architecture for IoT data, that combines Rivest–Shamir–Adleman (RSA) and AES 
to encrypt different files, of different sizes and contents [31]. Jararweh et al. sim-
plify IoT management by proposing a software-defined based framework model to 
securely store data produced by IoT objects [32]. Shafagh et al. use blockchain, as 
an auditable and distributed access control layer on top of the storage layer, to 
enable secure and resilient access control management [33]. Their system accom-
modates for IoT data streams where streams are chunked, compressed, and encrypted 
in the application layer and authorized services are granted access only to the 
decryption keys.

12.4  Secret-Sharing

First invented by Adi Shamir and George Blakley in 1979, secret-sharing refers 
to all methods that can be used to distribute a secret among multiple participants 
in a group, such that each participant in the group only has a share of the secret 
and not the entire secret. The secret can be regenerated with the sufficient num-
ber of shares and individual shares are meaningless on their own. Figure 12.2 
shows an overview of the secret-sharing technique. The regeneration of the 
secret is determined by a threshold scheme (T, N), where N is the total number 
of shares in the secret and T is the sufficient number of shares needed to regener-
ate the secret. Secret-sharing can be used as an alternative to traditional encryp-
tion techniques that tradeoff between confidentiality and reliability. The choice 
associated with storing an encryption key securely is either keeping a single 
copy of the key in one location for maximum confidentiality or having multiple 
copies of the key in different locations for maximum reliability. A single copy 
of the key for confidentiality allows for a single point of compromise and steal-
ing that key would result in a storage system breach. Secret- sharing allows 
administrators to avoid key management issues. Having multiple copies of the 
key for reliability would allow an adversary to steal any of the copies which 
would lead to a breach of the storage system.
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12.4.1  Math Behind Secret-Sharing

The secret-sharing problem arises when a secret requires a certain number of par-
ticipants to be mandatorily present before it can be revealed. Imagine a dying person 
who wants to leave his estate and wealth to his five children. He wants to make sure 
that the four older children do not end up bullying the youngest child to avoid giving 
him his share of riches. Therefore, the person makes a will stating their shares and 
locks it up. He splits the key into five parts such that the will can only be accessed 
when all five children are present and willing to unlock the box. We assume the will 
to be an integer S, that is the secret, the number of participants N or 5 in the case of 
this example and a minimum number of participants required for reconstruction T 
or 5 in the case of this example. The minimum number of participants required for 
reconstruction can be less than the value of N.

“The Mathematics of Secret Sharing” defines the math through a distributing 
algorithm and the reconstruction algorithm [34]. The distributing algorithm D 
accepts inputs S, N, T and produces an output list of N numbers D(S, N) = {x1, x2,…, 
xN}. These represent the secrets distributed to the N participants. The reconstruction 
algorithm R accepts T numbers {y1,…, yT} as input and gives an output number M. 
These algorithms are designed to hold two main properties:

• Knowledge of T or more shares makes S easily computable.
• Knowledge of less than T shares leaves S completely undetermined.

The main idea behind the secret sharing protocol is a polynomial interpolation. 
Polynomial interpolation states that given k + 1 points on a plane with x distinct 
values, there is a unique degree k polynomial. As a byproduct of this statement, 
there are infinitely many degree k + 1 polynomials that pass through the same points. 
The proof that such a polynomial definitely exists is divided into two parts, proof of 

SECRET SECRET

SHARES

THRESHOLD (T,N)

TOTAL N SHARES

ANY T SHARES 

Fig. 12.2 Shamir’s secret-splitting generates N equal-sized object shares out of which any 
T shares are both necessary and sufficient to rebuild the original object
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existence for the polynomial and proof of uniqueness for the polynomial. Refer to 
article “Proof of existence and uniqueness using splitting fields” for mathematical 
proofs of uniqueness and existence [35].

12.4.2  Types of Secret-Sharing

Secret-sharing has been built to provide a tradeoff between security and perfor-
mance. The two main subclasses of secret-sharing are information-theoretically 
secure and computationally secure secret-sharing. Information-theoretically secure 
is when any number of shares less than the defined threshold is insufficient to gener-
ate the original data. The limitation of this type of secret-sharing is that each object 
share is of the same size, which means that the storage and transmission bandwidth 
required by the shares is equivalent to the size of the secret times the number of 
shares. In computationally secure secret sharing, shares are a fraction of a size of the 
secret. This uses repeated polynomial interpolation making the computations more 
complex and time-consuming, therefore allowing for data to be more secure. This 
can be used for secure information dispersal on the Web and in sensor networks.

Trivial secret-sharing has three types with threshold T = 1, T = N and 1 < T ≤ N. 
For T = 1 trivial secret-sharing, the secret can be distributed to all N participants. For 
T = N trivial secret-sharing, all shares of the secret are needed to reconstruct the 
secret. Trivial secret-sharing for 1 < T ≤ N is where the complexity begins as we 
have to construct a secure secret-sharing scheme without needing all shares of the 
secret to rebuild the secret. Shamir came up with an information-theoretically secure 
secret-sharing scheme that uses Lagrange Interpolation and the size of each share 
does not exceed the size of the secret. The advantage of Shamir’s secret-sharing is 
that keeping T constant, shares can easily be added or removed without affecting 
other shares. Proactive secret-sharing allows users to change threshold number with 
every update of the system but expects them to keep track of malicious users keep-
ing expired shares. The verifiable secret-sharing scheme guarantees users that the 
other users in the group are not concealing or lying about the contents of their 
shares. Any of the above-mentioned types of secret-sharing can be used based on 
the type of data we choose to secure.

12.4.3  Applications of Secret-Sharing

Secret-sharing has been used as a method of secure information dispersal for a lot 
of different types of data. For example, for archival storage systems, it is preferable 
to use the information-theoretically secure secret-sharing over computationally- 
secure secret-sharing. This is because our adversary is assumed to have unlimited 
computation power and time, which means that given enough time he will eventu-
ally be able to compute the secret. However, a short-term data storage system can be 
secured by just using computationally secure secret-sharing.
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Apart from archival storage secret-sharing has had many other applications 
(e.g., storing multimedia data). Shyu et al. talk about parallel implementations of 
Shamir’s threshold secret-sharing scheme using sequential Central Processing Unit 
(CPU) and parallel Graphics Processing Unit (GPU) platforms to show that GPU 
can achieve a lucrative speedup over CPU when dealing with shared multimedia 
data [29]. Roy et al. have used (k, n) image secret sharing that involves sharing of 
a secret image into n number of pieces called shadow images in such a way that k 
or a greater number of shares can retrieve the original image [36]. They have pro-
posed a (3, 4) image secret sharing scheme that has adopted the concept of visual 
cryptography over the 2X2 block. Security of the system is enhanced by scram-
bling the blocks using a pseudo-random sequence. Chen and Wu introduce a secure 
Boolean- based secret image sharing scheme which uses a random image generat-
ing function to generate a random image from secret images or shared images [37]. 
This efficiently increases the sharing capacity or storage bandwidth that is used to 
share the random image. Ching tackles Chen and Wu’s inaccurate multi-secret 
image sharing (MSIS) by proposing a strong threshold (n, n) MSIS scheme without 
leaking partial secret information from (n − 1) or fewer shared images. Komargodski 
et al. [38] construct a computational secret-sharing scheme for any monotone func-
tion in non- deterministic polynomial-time (NP) assuming witness encryption for 
NP and one- way functions. This results in a completeness theorem for secret-shar-
ing where the computational secret-sharing scheme for any single monotone 
NP-complete function implies a computational secret-sharing scheme for every 
monotone function in NP.  Huang et  al. [39] propose secret sharing schemes to 
improve decoding bandwidth. Additionally, they consider the setting of secure dis-
tributed storage where the proposed communication efficient secret sharing 
schemes not only improve decoding bandwidth but further improve disk access 
complexity during decoding. Rawat et al. [40] talk about the centralized multi-node 
repair (CMR) model wherein multiple storage nodes can be reconstructed simulta-
neously at a centralized location, but there is a tradeoff between the amount of data 
stored and repair bandwidth. They provide another application of secret sharing in 
communication, where the codes for the multi-node repair problem are used to 
construct communication efficient secret sharing schemes with the property of 
bandwidth efficient share repair. Bai et al. propose a computationally secure and 
non-interactive verifiable secret sharing scheme that can be efficiently constructed 
from any monotone Boolean circuit [41]. Harn uses Lagrange’s components, which 
are a linear combination of shares, to reconstruct a secret [42]. They extend their 
scheme to multi-secret sharing schemes as well. They compare existing multi-
secret sharing schemes based on cryptographic assumptions like secure one-way 
function or solved discrete logarithm problem. Hadavi et al. present multiple parti-
tioning methods that enable clients to efficiently search among shared secrets while 
preventing inference attacks on the part of data servers, even if they can observe 
shares and queries [43].
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12.5  Secret-Sharing for the Internet of Things

Massive amounts of data from the Internet of Things are being stored on the cloud. 
Secret-sharing can be used with multiple deployments of the cloud to save cost 
while simultaneously improving the security of the data. Data can be grouped based 
on how frequently it is accessed or how secure it needs to be. The two kinds of 
deployments we talk about here are the hybrid cloud deployment and the multi- 
cloud deployment. Hybrid clouds can use a combination of private and public 
clouds to store all shares of data from IoT devices. Public clouds offer features such 
as scalability, low cost, and flexibility, while private clouds offer features like secu-
rity, customization, enhanced control, and predictable costs. For example, if we 
were to look at an IoT network that consisted of devices that generated real-time 
data and data that needs to be stored long term, Figure 12.3 shows how the data may 
be distributed among multiple cloud instances.

For data that needs to be stored long-term, secret-sharing can be performed, and 
less than the threshold number of shares can be stored in a public cloud and any 
shares larger than that number can be stored in the private cloud. The main benefit 
of such a model would be that we can reduce the cost of storing an object by distrib-
uting shares between the private cloud and the cheaper public cloud. Additionally, 
our objects will be secured as part of the shares that are in the more secure private 
cloud. In case of a breach in the public cloud, shares stolen by an adversary would 
be less than the threshold number and therefore not useful in rebuilding the object 
(we are assuming here that private cloud is more secure than public cloud). A multi- 
cloud deployment can be used to prevent users from trusting a single cloud provider 
to store their data securely. Such a model could enhance data privacy by distributing 
object shares among multiple cloud providers, and may also be fault tolerant towards 
server downtimes or failures. Every provider would have shares of the data, but not 
a sufficient number of shares needed to rebuild the original data object. This model 
can be used to store any generated data that does not need to be immediately sent to 
the devices as feedback.

Fig. 12.3 IoT data storage using hybrid cloud or multi-cloud architectures
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12.6  Conclusion

Storage systems for data produced by the Internet of Things need to provide proper-
ties like data security, availability, and scalability, and also be able to handle hetero-
geneous types of data. Cloud storage is an efficient way to store the massive amounts 
of data being generated by IoT devices as it has provisions for all the above proper-
ties. This chapter highlights issues with current storage techniques for IoT data and 
suggests secret-sharing as an efficient way to securely store such data on the Cloud. 
Secret-sharing is a distributed storage technique that not only stores data securely 
but also provides data availability. Additionally, the different types of secret-sharing 
techniques (information-theoretically secure and computationally secure) make it 
an ideal solution for both long- and short-term storage of data. In this chapter, we 
hypothesize about two secure distributed cloud storage models- a hybrid cloud 
model and a multi-cloud model, each of which has different advantages (cost versus 
availability). Both models may perform computations on gateway devices and 
therefore can work with IoT devices that have a wide range of computing power. 
Our proposed storage models could prove to be extremely efficient and secure for 
the recently rising IoT ecosystems used to run smart cities and smart hospitals.
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