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    Secure Data Deduplication

    
        
              Appeared in Proceedings of the 4th International Workshop on Storage Security and Survivability (StorageSS 2008).
        
        
            Held in conjunction with the 15th ACM Conference on Computer and Communications Security (CCS 2008).
        
    

    
        Abstract

        
            
As the world moves to digital storage for archival purposes, there is an increasing demand for systems that can provide secure data storage in a cost-effective manner. By identifying common chunks of data both within and between files and storing them only once, deduplication can yield cost savings by increasing the utility of a given amount of storage. Unfortunately, deduplication exploits identical content, while encryption attempts to make all content appear random; the same content encrypted with two different keys results in very different ciphertext. Thus, combining the space efficiency of deduplication with the secrecy aspects of encryption is problematic.


We have developed a solution that provides both data security and space efficiency in single-server storage and distributed storage systems. Encryption keys are generated in a consistent manner from the chunk data; thus, identical chunks will always encrypt to the same ciphertext. Furthermore, the keys cannot be deduced from the encrypted chunk data. Since the information each user needs to access and decrypt the chunks that make up a file is encrypted using a key known only to the user, even a full compromise of the system cannot reveal which chunks are used by which users.

        
    
    Publication date:
October 2008

    
        Authors:

        
            
                Mark W. Storer

            
        
            
                Kevin Greenan

            
        
            
                Darrell D. E. Long

            
        
            
                Ethan L. Miller

            
        
    


    
        Projects:

        
            Archival Storage

        
            Secure File and Storage Systems

        
            Deduplication

        
    


    
        Available media

        
            
                Full paper text:
                
                    PDF
                
                
            
        

    

    Bibtex entry

    
@inproceedings{storer-storagess08,
  author       = {Mark W. Storer and Kevin Greenan and Darrell D. E. Long and Ethan L. Miller},
  title        = {Secure Data Deduplication},
  booktitle    = {Proceedings of the 4th International Workshop on Storage Security and Survivability (StorageSS 2008)},
  month        = oct,
  year         = {2008},
}













    
    Last modified 5 Aug 2020

    



                    


          




                

                

          


          
          

          



          
             

            
              
                
                  
                     
                        
  © 2024 CRSS & UC Santa Cruz


			Contact information:

                        Jack Baskin School of Engineering

                        University of California

                        1156 High Street

                        Santa Cruz, CA 95064, USA

                        Phone: +1 (831) 459-2817

                        Fax: +1 (831) 459-1041


                        

  This material is based on work supported in part by the
  National Science Foundation
  under grants IIP-1266400 and IIP-1841545.
  Any opinions, findings and conclusions or recommendations
  expressed in this material are those of the author(s) and
  do not necessarily reflect the views of the
  National Science Foundation.






                    

                    
                  

                  
                    
                      	
	
	


                    

                  

                   

                  Site by Webhelper.com


                

              

            

          
          
          
          
          

        