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Abstract

Online De-duplication in a Log-Structured File System for Primary Storage
by

Stephanie N. Jones

Data de-duplication is a term used to describe an algorithm or technique that elim-
inates duplicate copies of data from a storage system. Data de-duplication is commonly per-
formed on secondary storage systems such as archival and backup storage. De-duplication
techniques fall into two major categories based on when they de-duplicate data: offline and
online. In an offline de-duplication scenario, file data is written to disk first and de-duplication
happens at a later time. In an online de-duplication scenario, duplicate file data is eliminated
before being written to disk. While data de-duplication can maximize storage utilization, the
benefit comes at a cost. After data de-duplication is performed, a file written to disk se-
quentially could appear to be written randomly. This fragmentation of file data can result in
decreased read performance due to increased disk seeks to read back file data.

Additional time delays in a storage system’s write path and poor read performance
prevent online de-duplication from being commonly applied to primary storage systems. The
goal of this work is to maximize the amount of data read per seek with the smallest impact
to de-duplication possible. In order to achieve this goal, I propose the use of sequences. A
sequence is defined as a group of consecutive file data blocks in an incoming file system write
request. A sequence is considered a duplicate if a group of consecutive data blocks are found to
be in the same consecutive order on disk. By using sequences, de-duplicated file data will not
be fragmented over the disk. This will allow a de-duplicated storage system to have disk read
performance similar to a system without de-duplication. I offer the design and analysis of three
algorithms used to perform sequence-based de-duplication. I show through the use of different
data sets that it is possible to perform sequence-based de-duplication on archival data, static
primary data and dynamic primary data. Finally, I present a full scale implementation using
one of the three algorithms and report the algorithm’s impact on de-duplication and disk seek

activity.



Chapter 1

Introduction

Data de-duplication is a term used to describe an algorithm or technique that elim-
inates duplicate copies of data from a storage system. Data de-duplication is commonly per-
formed on secondary storage systems such as archival and backup storage. De-duplication
techniques fall into two major categories based on when they de-duplicate data: offline and
online. In an offline de-duplication scenario, file data is written to disk first and de-duplication
happens at a later time. In an online de-duplication scenario, duplicate file data is eliminated
before being written to disk. In either scenario, duplicate data is removed from a storage system
which frees up more space for new data. This maximization of storage space allows companies
or organizations to go longer periods of time without needing to purchase new storage. Less
storage hardware means lower costs in hardware and in operation. While data de-duplication
can maximize storage utilization and reduce costs, the benefit comes at a price.

When a file is written to disk, the file system will find the optimal placement for the
file. After data de-duplication is performed, the on-disk layout of a storage system can be
dramatically different. The file system places file data in ways that optimize for reading files
and/or writing files to disk. Data de-duplication eliminates duplicate data without regard to
file placement. A sequentially written file can have the on-disk layout of a randomly written
file after data de-duplication completes. This fragmentation of file data can result in decreased
read performance due to increased disk seeks to read back file data. While any system that
performs de-duplication can suffer from file fragmentation, performing online de-duplication on
a primary storage system has an extra challenge. Because online de-duplication is performed
before file data is written to disk, this puts extra computational overhead into a system’s write
path. It is important that the file system not block while de-duplication is being performed.

The goal of this work is to maximize the amount of data read per seek with the



smallest impact to de-duplication possible. In order to achieve this goal, I propose the use of
sequences. A sequence is a group of consecutive incoming data blocks. A duplicate sequence
occurs when a group of consecutive data blocks are found to be in the same consecutive order
on disk. By using sequences, de-duplicated file data will not be fragmented over the disk. This
will allow a de-duplicated storage system to have disk read performance similar to a system
without de-duplication.

T implemented sequences in a log-structured file system where every data block of a file
is written as a 4KB block. For simplicity, I perform block-based chunking on these 4KB file data
blocks and define sequences as spatially sequential file data blocks. This means that a sequence
is, and can only be, expressed as a continuous range of file data blocks. The continuous range
of file data blocks used to de-duplicate a sequence are not required to be from the same file.
Although a sequence is required to be a sequential range of file data blocks, the de-duplication
of a sequence is still done on the block level. De-duplication of sequences is done on a per-block
basis because it reduces the metadata overhead caused by de-duplication techniques. When a
data block is de-duplicated, the file allocation table is modified to point to the on-disk copy of
the data block. This way there are no extra levels of indirection for reading back a file or for
handling file overwrites.

De-duplicating using sequences is a double-edged sword. On one hand, a sequence is
not de-duplicated unless there is an exact match found on disk for the consecutive group of
blocks in the sequence. Longer sequences are more difficult to match than shorter ones. First,
all of the data needs to be already stored on disk and a longer sequence requires more duplicate
data. Second, not only does the data need to exist on disk, it needs to exist on disk in the
same consecutive order as the sequence in question. However, on the other hand, the sequence
length is a guarantee. If a sequence is de-duplicated, then if the file is read there is a known
minimum number of blocks that will be co-located. This prevents a file read of de-duplicated
data resulting in one disk seek per 4KB block in the file. If sequences are of sufficient length,
it may be possible to amortize the cost of a disk seek by reading enough data.

In this thesis I give an investigation of the viability of a sequence-based de-duplication
algorithm compared to a fixed-size block-based de-duplication algorithm. I show that duplicate
file data does exist in consecutive groups and a sequence-based de-duplication algorithm is a
viable option for de-duplication. I offer the design and analysis of three algorithms used to
perform sequence-based de-duplication. I show through the use of different data sets that it
is possible to perform sequence-based de-duplication on archival data, static primary data and
dynamic primary data. Finally, I present a full scale implementation using one of the three

algorithms and report the algorithm’s impact on de-duplication and disk seek activity.



This thesis is organized as follows: Chapter 2 defines many of the terms used in this
thesis and discusses other related work. Chapter 3 describes the data sets used for analysis
and the algorithms developed to evaluate segment-based de-duplication. Chapter 4 explains
the implementation of the best algorithm in a primary storage system. Section 5 discusses the
experimental setup, workloads, and results from the implementation. Chapter 6 lists all of the
compromises that were made in my implementation, summarizes the work presented in this

thesis and concludes.



Chapter 2

Background

There is a delicate balance between maximizing the amount of de-duplication possible
while minimizing the amount of extra metadata generated to keep track of de-duplicated data
and data stored on disk. In this section, I define common terms and techniques and elaborate

on their impacts on a system that implements them.

2.1 Definition of Terms

Primary Storage
Primary storage refers to an active storage system. Common examples would be mail

servers or user home directories—any storage system that is accessed daily.

Secondary Storage
In contrast to primary storage, secondary storage refers to a storage system that is in-
frequently accessed. Common examples of secondary storage are storage archives and
backup storage. Accesses to these systems only occur for the purpose of retrieving old

data or making a backup. Accesses do not usually exceed once a day for a file.

De-duplication timing refers to the point in time a de-duplication algorithm is applied.
The timing of the algorithm places restrictions on how much time it has to perform data de-
duplication and the amount of knowledge the algorithm has about new file data. The two most

common timing categories are: offline de-duplication and online de-duplication.

Offline De-duplication
If data de-duplication is performed offline, all data is written to the storage system first

and de-duplication occurs at a later time. The largest benefit of this approach is that



when de-duplication occurs the system has a static view of the entire file system and
knows about all the data it has access to and can maximize de-duplication. Offline de-
duplication performance can be slow because it may compare file data to all data stored on
disk. Also, data written to the storage system must be batched until the next scheduled
de-duplication time. This creates a delay between when the data is written and when

space is reclaimed by eliminating duplicate data.

Online De-duplication
Online data de-duplication is performed as the data is being written to disk. The major
upside to this approach is that this allows for immediate space reclamation. However,
by performing de-duplication in the file system’s write path there will be an increase in
write latency—especially if a write is blocked until all duplicate file data is removed. The

approach presented in this thesis is an online de-duplication technique.

Once the timing of data de-duplication has been decided, there are a number of exist-
ing techniques that have already been created. The three most frequently used are, as coined
by Mandagere [21]: whole file hashing (WFH), sub file hashing (SFH), and delta encoding
(DE).

Whole File Hashing
In a whole file hashing (WFH) approach, an entire file is sent to a hashing function.
The hashing function is almost always cryptographic, typically MD5 or SHA-1. The
cryptographic hash is used to find entire duplicate files. This approach is fast with low
computation and low additional metadata overhead. It works well for full system backups
when whole duplicate files are more common. However, the larger granularity of duplicate

matching prevents it from matching two files that only differ by a byte of data.

Sub File Hashing
Sub file hashing (SFH) is aptly named. Whenever SFH is being applied, it means the file
is broken into a number of smaller pieces before data de-duplication. The number of pieces
depends on the type of SFH that is being applied. The two most common types of SFH
are fixed-size chunking and variable-length chunking. In a fixed-size chunking scenario, a
file is divided up into a number of fixed-size pieces called “chunks”. In a variable-length
chunking scheme, a file is broken up into “chunks” of varying length. Techniques such as
Rabin fingerprinting [28] are used to determine “chunk boundaries”. Each piece is passed
to a cryptographic hash function (usually SHA-1 or MD5) to get the “chunk identifier”.
The chunk identifier is used to locate duplicate data. Both of these SFH techniques catch
duplicate data at a finer granularity but at a price. In order to quickly find duplicate



’ System H Storage Type \ Timing \ WFH \ SFH \ DE ‘

DDE [13] Primary Offline No Fixed Block Size | No

IBM N Series [1] Primary Offline No Fixed Block Size | No
REBL [16] Secondary Offline No Variable Length | Yes
Deep Store [36] Secondary Online Yes Variable Length | Yes
TAPER [14] Secondary Online Yes Variable Length | Yes
Venti [27] Secondary Online No Fixed Block Size | No
DDEFS [37] Secondary Online No Variable Length | No
Foundation [29] Secondary Online No Variable Length | No
Extreme Binning [5] Secondary Online No Variable Length | No
HYDRAstor [11] Secondary Online No Variable Length | No
Sparse Indexing [19] Secondary Online No Variable Length | No
dedupvl [23] Secondary Online No Variable Length | No

Table 2.1: Taxonomy of Various De-duplication Systems. Characteristics listed are Storage
Type (Primary or Secondary storage), De-duplication Timing (Online or Offline), Whole File
Hashing (WFH), Sub-File Hashing (SFH) and Delta Encoding (DE).

chunks, chunk identifiers must be also be kept readily accessible. The additional amount

of additional metadata is dependent on the technique, but is unavoidable.

Delta Encoding
The term delta encoding (DE) is derived from the mathematical and scientific use of
the delta symbol. In math and science, delta is used to measure the “change” or “rate
of change” in an object. Delta encoding is used to express the difference between a
target object and a source object. If block A is the source and block B is the target,
the DE of B is the difference between A and B that is unique to B. The expression and
storage of the difference depends on how delta encoding is applied. Normally it is used
when SFH does not produce results but there is a strong enough similarity between two
items/blocks/chunks that storing the difference would take less space than storing the

non-duplicate block.

2.2 Related Work

Many secondary storage systems that use de-duplication are used as backup storage
systems. These systems are usually written to on a daily basis in the form of a nightly backup.
The benefit of a offline de-duplication is that the de-duplication algorithm has full knowledge
of what is on the storage system [13, 16]. This static view of the entire file system makes

performing de-duplication very easy. However, the amount of time to calculate and perform



the optimal case of de-duplication must be done in the amount of time left before the next
backup begins. So the more data that is written to the storage system, the less time the
system will have to optimize the de-duplication before the next backup begins. Also, while de-
duplication is being performed, the storage system is either completely inaccessible or allows
read-only access.

On the other hand, online de-duplication can attempt to de-duplicate the incoming
data before it is written to either primary or secondary storage [3, 5, 11, 14, 19, 23, 27, 29, 36,
37]. In the backup scenario, an online de-duplication approach can begin de-duplication right
when the backup starts and has until the next one begins to finish. However, there are even
more challenges with an online approach. Regardless of the technique being used, writing to
disk is blocked until some specified unit of data has been de-duplicated. This act of blocking in
the write path will destroy the write throughput of the backup. An online approach has to be
able to perform WFH or SFH techniques, look up and compare hash values to discover duplicate
data in real time. There is an unavoidable trade-off between the amount de-duplication possible
and the amount of time allowed. The more thorough a data de-duplication technique is, the
more it costs in time and space. Even simple schemes can be costly in space. Assume a 4TB
storage system is being backed up for the first time. If a de-duplication technique divides the
backup data into fixed-size 4KB chunks, there are 23°
perform fixed-size chunking, like Venti [27] or DDFS [37], use the 160-bit SHA-1 cryptographic
hash function. If only half of the SHA-1 hashes are unique, any fixed-size de-duplication

chunks to be considered. Systems that

technique will generate 10GB of additional metadata to store only the cryptographic hashes
for each 4KB chunk. While it is true that 10GB is a small fraction of 4TB, consider that the
algorithm will need to store the on-disk location for each hash. All of this metadata is too much
to fit into main memory along with the incoming write data which means that the information
needs to be paged to and from disk.

Whole file hashing (WFH) techniques compute a cryptographic hash (such as MD5 or
SHA-1) for every file in the storage system [14, 24, 36]. The hash of every unique cryptographic
hash is stored in an additional data structure, typically a hash table. Duplicate matching is
done at the granularity of whole files. The benefit of whole file hashing is quick matching with
low overhead for additional metadata, since there is only one hash entry per file. The major
detractor from this approach is the large granularity of duplicate detection. If two files differ
by only a single byte of data, their cryptographic hashes are radically different, resulting in no
duplicate elimination. This can cause a large amount of duplicate data between subsets of file
data.

To combat the large granularity of whole file hashing, de-duplication systems can



perform sub-file hashing (SFH). Instead of finding duplicates on the granularity of entire files,
sub-file hashing tries to identify duplicate subsets of file data. There are two common methods
for determining the subsets of file data to be matched: fixed-size chunking [3, 7,9, 13, 15, 27] and
variable-length chunking [5, 11, 14, 16, 19, 23, 25, 29, 36, 37]. Both techniques use “chunking”
to help identify duplicate data. With respect to this thesis, chunking is a technique where
a subset of file data is used to compute a content based hash. This hash, called a “chunk
identifier” is used to identify the subset of file data and find duplicate data. The way chunking
is performed varies between fixed-size chunking and variable-length chunking.

Fixed-size chunking is a straightforward technique. First, each file is broken into fixed-
size chunks. The size of each fixed-size chunk can be the size of a file system data block or
some size determined by the de-duplication technique. If a match is found, the entire fixed-size
chunk of file data is not written to disk, and updates are made to the file’s allocation table.
Blocks that do not match any on-disk data are written to disk and their chunk identifiers are
added to an additional metadata hash table. The benefit of using fixed-size chunking is that
it identifies more duplicate data than whole file hashing. However, it can suffer from the same
types of problems as whole file hashing. If two fixed-size data blocks differ by only a single
byte, their hashes differ and no de-duplication takes place for that block. Also, for every unique
fixed-size data block stored on disk, there is an entry in the metadata hash table. This means
that the size required to store this additional metadata increases as the amount of unique data
stored on disk increases. This problem is magnified in Opendedup [3] which implements a
file system that performs online de-duplication in user space. The underlying file system sees
each unique fixed-size block as a separate file creating even more metadata and, depending on
the underlying file system, may cause file fragmentation even when no de-duplication can be
performed.

To prevent the problem of fixed-size chunking missing almost duplicate data, variable-
length chunking can be used. Instead of dividing a file up into fixed-size chunks, variable-length
chunking uses an algorithm to establish the size of each chunk by calculating “chunk bound-
aries”. The most common algorithm used to establish chunk boundaries is known as Rabin
fingerprinting [28]. Using Rabin fingerprinting, the size of a chunk is determined by the content
of the file. Parameters such as minimum and maximum chunk sizes are given to limit chunk
sizes. After each chunk boundary is determined, the Rabin fingerprint generated for the chunk
is used as the chunk identifier. After the whole file has been chunked, chunks are matched
to on-disk data in the same manner as whole file hashing and fixed-size chunking. Just like
in fixed-size chunking, the chunks that are known to be stored on disk are de-duplicated and

metadata is updated. All chunks not found on disk are written to disk and their fingerprints



are added to a metadata hash table. The benefit of variable length chunking is that it matches
more content than fixed-size chunking. It can even avoid the problem that arises when data
blocks differ by a single byte. However, this improved matching comes at an even higher cost
than fixed-size chunking. While fixed-size chunking hash a predetermined fixed size for each
chunk, variable-length chunking has to apply the Rabin fingerprinting algorithm in order to es-
tablish the chunk boundaries before de-duplication. Also, depending on how the minimum and
maximum chunk sizes are set in the Rabin fingerprinting algorithm, variable length chunking
can easily produce more chunks per file than a fixed-size chunking approach. With more chunks
generated per file, the required overhead to store the fingerprints for unique data increases.

In all of the chunking and hashing approaches, there is the case where one file or block
differs from another file or block by a single byte. In all of the previous approaches, this would
result in failed matching. But instead of writing redundant data along with the unique data,
why not just write the data that differs? This is the purpose behind delta encoding. Delta
encoding will record the change between a source file and a target file [10, 14, 16, 36]. This
way when there is a difference of a single byte, only the byte that differs is stored on disk. The
benefit of this approach is that it can be used to store no changes when files are identical, or
just the small differences between almost identical files. The detractors to delta encoding are
that there needs to be some quantification of “almost identical”, this approach can only be
performed on a pair of files, and there needs to be a record of which file or chunk has been used
to delta encode a file or chunk.

Sometimes none of the techniques discussed will find an exact duplicate or highly
similar file block or entire file. If this occurs, some systems utilize compression techniques to
achieve the best space savings possible for each piece of data in the system. In REBL [16], a
file is broken into variable length chunks used for SFH. The duplicate chunks are de-duplicated
and delta encoding is performed on the remaining chunks. The chunks that do not contain
strong similarities to on-disk data are compressed. Deep Store [36] compressed blocks, using
the zlib compression library, that had no on-disk duplicates nor a strong similarity to data
already stored on-disk. In some systems, data compression was the only chosen method for
eliminating duplicate data. Burrows, et al. [8] performed online intra-segment compression in
the Sprite log-structured file system. They tested various compression techniques and found
they could reduce the amount of space used by a factor of 2.

De-duplication techniques are not limited to eliminating duplicate data on persistent
storage. They can be used to eliminate redundant copies of data in memory or reduce network
bandwidth utilization. Virtual machines (VMs) allow multiple copies of operating systems,

same or different, to run concurrently on a single physical machine. However, multiple VMs



may page the same pieces of kernel code into main memory. This duplication of data in main
memory reduces the amount left for data specific to each VM. Waldspurger [34] presents the
idea of content-based page sharing between VMs. The contents of pages in memory are hashed
and the hashes are stored in a hash table. When a new page is generated, if it matches the
hash of a page already in memory, a byte comparison is performed. If the bytes match, the
page is de-duplicated and marked copy-on-write.

LBFS [25] used variable length chunking to reduce network bandwidth utilization.
When a user wanted to send file write data over the network, LBFS would use Rabin finger-
printing to break the file into variable length chunks. The file identifier and the fingerprints
would be sent over the network to the destination node. The destination node would com-
pare the list of fingerprints sent by the user to the ones generated by the on-disk copy at the
destination node. Any fingerprints that did not match are returned to the client indicating
which blocks need to be sent over the network. Shark [4] utilized the fundamental scheme
from LBFS and applied it to distributed file systems. A client wanting to store a file would
still use Rabin fingerprinting to break the file up into smaller chunks. However, in Shark,
the client uses the SHA-1 hash of a chunk to identify the remote storage node. TAPER [14]
uses de-duplication techniques to remove redundancies when synchronizing replicas. First, the
replica node is identified and the source node and replica nodes compare hierarchical hash
trees to eliminate as much of the namespace as possible. When a node in the hash tree doesn’t
match, the children of the source node are broken into content defined chunks by using Rabin
fingerprinting. However, unlike LBFS, TAPER sends the SHA-1 hash of each content defined
chunk to the replica node. Unique SHA-1 hashes are sent back to the source node. The unique
chunks are broken into smaller sizes with their Rabin fingerprints and SHA-1 hashes sent for
more duplicate matching. The smaller blocks that still don’t match are delta encoded with
highly similar files on the replica node. If there is any data left, it is compressed and sent to
the replica node. This whole process ensures that no duplicate data is sent over the network.
Mogul, et al. [24] use de-duplication techniques to eliminate duplicate data being sent by HT'TP
transfers. They generate the MD5 hash for each payload in a HTTP cache. When a client
requests a payload from a server, the server first computes the MD5 hash for the payload and
sends it to the client. If the MD5 hash matches a hash already in the HTTP cache, there is no
need to send the payload. This technique is also helpful to reduce duplicate payload data in
the HTTP cache for proxy nodes that store payloads before forwarding them to the clients or
other proxies.

Both online and offline de-duplication techniques can suffer from the increase of meta-

data information. Waiting for part of a table to page into memory to look up a hash that may
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not be there destroys write throughput. There has been recent work that attempts to reduce
the disk accesses required to retrieve information for matching duplicate data [5, 19, 37]. Some
of these techniques admit that in order to increase disk throughput, some duplicate data will
slip through the cracks. One of the popular techniques to immediately weed out non-matching
hashes is via a Bloom filter. While Bloom filters can be used as a quick first pass to eliminate
non-candidate hashes, they can also have false positives. This means a Bloom filter can come
back saying that a hash may already exist in the system when it doesn’t. Bloom filters work
well so long as hashes aren’t being deleted frequently which is ideal for secondary storage since
the data is either immutable or very rarely changes. Disk defragmentation becomes more dif-
ficult after data has been de-duplicated. Before relocating a data block, the file system must
make sure that all references to the block are updated as well. Macko, et al. [20] propose the
use of back references to solve problems such as finding all file inodes in a de-duplicated system
that reference a block being defragmented. These back references prevent the file system from

having to iterate over the set of all files in the file system to check all block locations.
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Chapter 3
Analysis

In this chapter, I show that de-duplication of files can be performed using sequences,
and the same is true for file system request data. In Section 3.1, I present the data sets used to
measure the impact of sequences on de-duplication when compared to a block-based approach.
For each data set presented in Section 3.1, I give statistics such as the data set size, number of
files in the data set, and the most common file types in each data set. In Section 3.2, I present
each of the algorithms developed to de-duplicate using sequences. For each algorithm given
in Section 3.2, I also present the impact of sequences on de-duplication for different sequence
lengths. I also give statistics for the relative loss in de-duplication as the sequence lengths
increase and the relative gain in de-duplication between algorithms. By the end of this cection
I will have shown which of the algorithms presented is the best choice to be fully implemented

in a real system.

3.1 Data Sets

To analyze each algorithm, I gathered a variety of data sets from previously published
works. The data sets gathered fall into two major categories: crawls and traces. In the UCSC
crawls, the entire files were copied to external storage or downloaded to a local directory. For
the NetApp filer crawls, the files were read in, broken into 4KB fixed-size chunks and sent to
a SHA-1 cryptographic hashing function. The SHA-1 hash of each block was written to an
output file. The NetApp CIFS traces were gathered from CIFS traffic between clients and two
storage servers over a 3 month period. The difference between the traces and crawls is that
the crawls contain an entire snapshot of the file system state where the traces only contain file

data for files accessed. Even then the traces only contain file data for the byte ranges accessed

12



Data Set Size | Number of Files | Average File Size
Internet Archive 58 GB 2,098,632 28 KB
Linux Kernels 32 GB 2,371,219 12 KB
Publication Archive || 15 GB 70,914 227 KB
Sentinel Archive 46 GB 158,555 312 KB

Table 3.1: The total size, number of files, and average file size for each Archival data set
introduced.

Internet Archive | Linux Kernel | Publication Archive | Sentinel Archive
html .h .html .ini
Jjpg .C .pdf .gxt
.gif .8 .png .doc
.asp Makefile gif jpg
.shtml Axt .cat xtg
.pdf An .cfs .bak
.php README .abt .qxd
.cgi .help .DS_Store Axt
.cfm kconfig .pl tif
.pl .defconfig .ppd tmp

Table 3.2: Top ten most frequently occurring file types in each archival data set. The file types
are listed in descending order from most common to less common.

from a file. However, the traces do provide real read and write access patterns.

3.1.1 Archival Data

Before any full scale implementation of a sequential de-duplication algorithm, it is
necessary to evaluate the algorithm’s potential benefit. The most important first step is to
determine if large collections of files contain not only duplicate data, but sequentially duplicate
data. If breaking a file into sequences destroys duplicate data detection, there is no further gain
in designing a more optimal algorithm. The first data sets used to test the potential feasibility
of sequential de-duplication are comprised of archival data. There are four data sets used for
preliminary testing: the Internet Archive, Linux Archive, Publication Archive, and the Sentinel
Archive. The Internet Archive data set contains data from the Internet Archive’s Wayback
Machine. The Linux Archive contains multiple versions of the Linux kernel downloaded from
the Linux Kernel Archives [2]. The Publication Archive contains copied data of compilations of
papers from multiple conferences that was distributed via CDs. The Sentinel Archive contains
archived data for previous issues of the Santa Cruz Sentinel newspaper. Statistics for each of

these data sets are listed in Table 3.1. Table 3.2 lists the top ten file types of each data set.
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Data Set Size Number of Files | Average File Size
Engineering Scratch 1.21 TB 519,937 2.45 MB
Home Directories 471.77 GB 2,577,941 191 KB
Web Server 673.44 GB 4,929,606 143.24 KB

Table 3.3: Static primary data set statistics. Given in this table are the sizes, number of files
and the average file sizes for each data set.

Engineering Scratch | Home Directories | Web Server
.C .thpl html
.h .C Jog
No Type No Type No Type
thpl h .dat
.cc .0 txt
xml d 1slt
.0 .pm .cgi
html Ry .gif
.pm .cdefs .htm
Jlog .pl .thpl

Table 3.4: Top ten most frequently occurring file types in the static primary data sets. The
No Type entry encompasses all files in a data set that do not have a file extension. The .thpl
file type is unique to NetApp storage and is used to test their filers. The file types are listed
in descending order from most common to less common.

3.1.2 Static Primary Data

If sequentially duplicate file data exists in archival data, the next objective is to test
static primary data. In this case, static primary data refers to a file system crawl of a primary
storage system. The data sets used to test static primary data are: Engineering Scratch,
Home Directories, and Web Server. All three data sets were collected from NetApp internal
filers that serve as primary storage servers to the employees. The Engineering Scratch data
set is used as a sort of free workspace for any NetApp employee, but is typically used by the
software engineers. The Home Directories data set contains data from a subset of NetApp
employee home directories. The Web Server data set contains data from one of the web servers
that NetApp runs and maintains internally. Data set statistics can be found in Table 3.3 and

listings of the top ten file types for each data set are in Table 3.4.

3.1.3 Dynamic Primary Data

If sequentially duplicate data exists in static primary data, then the last test needs
to determine whether this pattern exists in dynamic primary data. Static primary data was

in the form of a file system crawl with a static view of each file read. Dynamic primary data
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Data Set Write Request | Read Request | Combined Request
Corporate CIFS Traces 16.94 GB 34.63 GB 51.57 GB
Engineering CIFS Traces 42.77 GB 45.58 GB 88.35 GB

Table 3.5: Dynamic primary data set statistics. Given in this table is the amount of data sent
by CIFS write requests, the amount of data received as a response from a CIFS read request
and the combined amount of read and write data that exists in each trace.

Corporate CIFS Traces | Engineering CIFS Traces
No Type .thpl
xls .C
.html h
.doc .gif
Zip Jpg
tmp dll
htm Jhtm
jar tmp
.ppt .dbo
.CNM .0

Table 3.6: Top ten most frequently occurring file types in the dynamic primary data sets. The
No Type entry encompasses all files in a data set that do not have a file extension. The .thpl
file type is unique to NetApp storage and is used to test their filers. The file types are listed
in descending order from most common to less common.

comes in the form of Common Internet File System (CIFS) traces. A file system trace contains
activity information for the period of time file system tracing was active. Activity information
includes unique identifiers for each client accessing file data and file system request data. For
the purposes of testing my algorithm, none of the client identification and only 100GB from the
1TB of CIFS file system requests were used. The choice to use only a subset of the requests was
made to keep the test run times short and additional metadata generated by the algorithm at a
manageable size. The two CIFS trace data sets used as dynamic primary data are: Corporate
CIFS and Engineering CIF'S. The Corporate CIFS trace contains information for all file system
activity that involved a read, write, truncate or delete request to user home directories. The
Engineering CIFS trace contains information for all file system activity involving read, write,
truncate, or delete requests to scratch storage.

The read requests contain all of the data returned by the file system in response to
the read request. The write requests contain the CIFS write request sent by a client to the file
system. The maximum size of a CIFS write request is 64KB. The truncate requests contain
the file offset to begin truncating. The delete requests specify the file to be deleted. For
confidentiality, file names and file data were anonymized. All file names were anonymized via

SHA-1 hashing. Read and write requests data were aligned on 4KB boundaries and broken
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Figure 3.1: Example of the Naive algorithm de-duplicating a file. (a) The 56KB file is broken
up into fourteen 4KB blocks. (b) The fourteen blocks are divided into groups of four. Each
group in blue represents a sequence of blocks that will be looked up. The red group at the
end is smaller than four blocks and is not de-duplicated. (c) The sequences in green have a
duplicate copy on disk. The sequences in red are a unique grouping of blocks and are written
to disk.

into 4KB block that were anonymized via SHA-1 hashing. All anonymized data was written
to a text file for replaying the trace. The original CIFS requests were not used due to privacy
concerns. Read and write request information for both traces is given in Table 3.5. The top

ten file types for both traces is listed in Table 3.6.

3.2 Algorithms

3.2.1 Naive Algorithm

The Naive algorithm was developed to perform proof of concept tests using the data
sets previously discussed. The sequence length was preset to some fixed number of blocks. The
example shown in Figure 3.1 assumes the sequence length to be four 4KB blocks (or 16KB) per
sequence. The Naive algorithm was applied to all three of the data sets: archival data, static
primary data, and dynamic primary data.

Every file in each archival data set is sent to the Naive algorithm for de-duplication.
Before sending a file to the Naive algorithm, the file is divided into 4KB-aligned blocks then
hashed using SHA-1. A list of SHA-1 hash and block size pairs for each 4KB-aligned block in
the file are sent to the Naive algorithm. The algorithm groups the SHA-1 hashes into sequences
based on the specified sequence length as shown in Figure 3.1(b). In the case of the example
figure, the last two red blocks do not meet the required sequence length and are automatically
written to disk. The Naive algorithm looks up each sequence in a local hash table to attempt
to find an on-disk duplicate. Sequences found on disk (green in Figure 3.1(c)) are de-duplicated
and sequences not found on disk (red in Figure 3.1(c)) are written to disk and stored in the

local hash table. If the Naive algorithm uses a sequence length of 1, it behaves the same as a
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Figure 3.2: Impact of the Naive algorithm on the de-duplication of the archival data sets.

Linux | Internet | Sentinel | Publication
SL1 || 90.41% 40.11% 18.84% 0.99%
SL2 || 52.73% 18.89% 11.41% 0.39%
SL8 || 21.04% 7.15% 8.42% 0.16%

Table 3.7: Lists the de-duplication impact of the Naive algorithm for each of the archival data
sets. The sequence length of 1 (SL1) is the best de-duplication possible using fixed-size blocks
for each data set. The sequence length of 2 (SL2) is the de-duplication achieved when grouping
2 blocks together into a sequence. The last row (SL8) is the de-duplication achieved when 8
blocks are grouped into a sequence.

fixed-size de-duplication algorithm. However, if the algorithm uses any sequence length greater
than 1, it is possible for a block to be duplicated on disk since the algorithm only de-duplicates
blocks that make up a sequence. Any block not in a sequence is written to disk and the MD5
hash of its content is added to the hash table even if the block already exists on disk. The
results of applying the Naive algorithm to the archival data sets are shown in Figure 3.2.

The x-axis of Figure 3.2 is the sequence length used by the Naive algorithm for de-
duplicating each data set. The sequence length was tested over single increments from a
sequence length of 1 block (4KB) to a sequence length of 8 blocks (32KB). The y-axis of
Figure 3.2 is the de-duplication percentage achieved by the Naive algorithm for each sequence

length used. With respect to this graph, the higher the point is on the y-axis the better the
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Linux | Internet | Sentinel | Publication
SL2/SL1 || 58.33% 47.10% 60.57% 39.20%
SL8/SL1 || 23.27% 17.82% 44.67% 15.71%

Table 3.8: Lists the normalized de-duplication from Table 3.7. All normalization in this table
is with respect to the Naive algorithm with a sequence length of 1 (SL1). The format for the
Naive algorithm with a sequence length of 2 normalized with respect to a sequence length of 1
is: SL2/SL1.

result. For example, the Linux Archive has a de-duplication percentage of 90.41% for a sequence
length of 1. This means that if the Naive algorithm uses a sequence length of one block, it can
de-duplicate 90.41% of the data set requiring only 9.59% of the original data set to be written
to disk. Figure 3.2 shows that duplicate data does exist in sequences. An astute eye will notice
that there is a peak in the graph at a sequence length of 7. This is caused by files with trailing
blocks that are not de-duplicated with a sequence length of 7, but are caught when using a
sequence length of 8.

Table 3.7 has the de-duplication percentages for each of the data sets using sequence
lengths of 1 (SL1), 2 (SL2) and 8 (SL8). Table 3.8 has normalized percentages for each of the
data sets. The normalization is represented as a fraction where the numerator is the sequence
length (SL) being listed with respect to the sequence length given in the denominator. So, in
Table 3.8 the SL2/SL1 row lists the de-duplication percentage of the sequence length of 2 with
respect to the de-duplication percentage of the sequence length of 1 for all 4 data sets. The
60.57% in the Sentinel column means that 60.57% of the data de-duplicated using a sequence
length of 1 can also be de-duplicated using a sequence length of 2. There is a trivial amount of
de-duplication in the Publication Archive, shown in Table 3.7, due to the compressed PDF files.
Table 3.8 shows the loss in de-duplication for the Linux Archive when using a sequence of 2
with respect to the de-duplication achieved using a sequence of 1. This dramatic drop is caused
by the small average file size in the Linux kernel. Figure 3.2 demonstrates the viability of a
sequence-based de-duplication algorithm for data sets that have sufficiently duplicate data. As
is shown in the graph, the average file size and the file types have an impact on de-duplication
using sequences.

The application of the Naive algorithm to the static primary data sets is exactly the
same as the archival data sets. FEach file is broken into 4KB-aligned blocks and the block data
is hashed using SHA-1. The list of SHA-1 hash and block size pairs is sent to the algorithm.
It de-duplicates each file as shown in Figure 3.1. The results of applying the Naive algorithm
to the primary static data sets is shown in Figure 3.3. The x-axis of Figure 3.3 is the sequence

lengths used by the Naive algorithm for de-duplicating each data set. Each tick on the x-axis
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Figure 3.3: Impact of the Naive algorithm on the de-duplication of the static primary data
sets.

Home Directories | Web Server | Engineering Scratch
SL1 40.29% 31.95% 18.47%
SL5 32.68% 29.59% 13.97%
SL35 28.67% 27.40% 11.94%

Table 3.9: Lists the de-duplication for each of the static primary data sets. The sequence length
of 1 (SL1) is the best de-duplication possible for each data set. The sequence length of 5 (SL5)
is the de-duplication achieved when grouping 5 blocks together into a sequence. The last row
(SL35) is the de-duplication achieved when 35 blocks are grouped into a sequence.

indicates a sequence length tested. The first length is a sequence length of 1 block (4KB).
The following sequences were in multiples of 5 from a sequence length of 5 blocks (20KB) to a
sequence length of 35 blocks (140KB). De-duplication was tested in 5 block increments to see
if a large enough sequence length would result in no de-duplication for a data set. The y-axis
of Figure 3.3 is the de-duplication percentage achieved by the Naive algorithm each sequence
length used. With respect to this graph, the higher the point is on the y-axis the better the
result. For example, the Home Directories data set has a de-duplication percentage of 40.29%.
This means that if the Naive algorithm uses a sequence length of one block, it can de-duplicate
40.29% of the data set, requiring only 59.71% of the original data set to be written to disk.

Figure 3.3 shows that duplicate data exists in sequences in primary data sets. While
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Home Directories | Web Server | Engineering Scratch
SL5/SL1 81.12% 92.59% 75.61%
SL35/SL1 71.15% 85.76% 64.63%

Table 3.10: Lists the normalized de-duplication from Table 3.9. All normalization in this table
is with respect to the Naive algorithm with a sequence length of 1 (SL1). The format for the
Naive algorithm with a sequence length of 5 normalized with respect to a sequence length of 1
is: SL5/SLI.

there is an early rapid drop for all data sets from a sequence length of 1 to a sequence length
of 5, the remainder of the graph plateaus. Unfortunately, there is no data available to suggest
if there is a sharp drop from a sequence length of 1 to a sequence length of 2 (similar to the
drop in Figure 3.2), or if the decline is uniform from a sequence length of 1 to 2, 2 to 3, 3 to
4 and 4 to 5. The importance of Figure 3.3 is the plateau after the sequence length of 5. This
tells us two significant things about primary storage file data. First, primary storage file data
has significant duplicate data. Second, the duplicate data can be found using a sequence-based
de-duplication algorithm.

Table 3.9 has the de-duplication percentages for each of the data sets using sequence
lengths of 1 (SL1), 5 (SL5) and 35 (SL35). Table 3.10 has normalized percentages for each
of the data sets. The normalization is represented as a fraction where the numerator is the
sequence length (SL) being listed with respect to the sequence length given in the denominator.
So, in Table 3.10 the SL5/SL1 row lists the de-duplication percentage of the sequence length
of 5 with respect to the de-duplication percentage of the sequence length of 1 for all 3 data
sets. The 81.12% in the Home Directories column means that 81.12% of the data de-duplicated
using a sequence length of 1 can also be de-duplicated using a sequence length of 5. So now
that it’s known that primary storage files contain non-trivial amounts of sequentially duplicate
data, what about the file system requests that create the files?

To measure the impact of sequences on file system requests, the Naive algorithm is
applied to the dynamic primary data set. Because this data set is made up of CIFS trace data
the Naive algorithm has to have added functionality. The Naive algorithm was modified to
handle file truncates and deletes. Also, the amount of write data in both trace files, shown in
Table 3.5, is at best only half of the available file data conveyed in each trace. The file data
sent to the Naive algorithm is comprised of data from both read and write requests. As was
explained in Section 3.1.3, the request data has already been broken into 4KB-aligned blocks
which are replaced by the SHA-1 hash of the block’s data. The Naive algorithm groups SHA-1
hashes into sequences based on the preset sequence length and de-duplicates the request in

the same manner as shown in Figure 3.1. The result of applying the Naive algorithm to the
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Figure 3.4: Impact of the Naive algorithm on the de-duplication of the dynamic primary data
sets.

dynamic primary data sets is shown in Figure 3.4.

The x-axis of Figure 3.4 is the sequence lengths used by the Naive algorithm for
de-duplicating the dynamic primary data sets. The sequence length was tested over single
increments from a sequence length of 1 block (4KB) to a sequence length of 16 blocks (64KB or
the maximum amount of data in a CIFS request). The y-axis of Figure 3.4 is the de-duplication
percentage achieved by the Naive algorithm for each sequence length used. With respect to this
graph, the higher a point is on the y-axis, the better the result. For example, the Corporate
CIFS trace has a de-duplication percentage of 28.25% for a sequence length of 1. This means
that if the Naive algorithm uses a sequence length of one block, it can de-duplicate 28.25% of
the data set at the request level, requiring only 71.75% of the request data to be written to
disk.

Figure 3.4 shows that duplicate data exists in groups even at the request level of
a primary storage system. Unlike Figure 3.2, the peaks in this graph are obvious. They
are artifacts caused by the Naive algorithm not de-duplicating files that are smaller than the
sequence length or the remaining blocks of a file that are insufficient to make up a new sequence.
Figure 3.5 shows how the Naive algorithm with a sequence length of 5 blocks will split a 10 block
(40KB) request into two perfectly sized sequences before attempting de-duplication. Figure 3.6

shows how the Naive algorithm with a sequence length of 6 blocks will split that same request
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Figure 3.5: An example of how the Naive algorithm, using a sequence length of 5, breaks a 10
4KB block file into two sequences of 5 blocks.
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Figure 3.6: An example of how the Naive algorithm, using a sequence length of 6, breaks the
same 10 4KB block file from Figure 3.5 into one sequence and writes the last 4 blocks to disk.

into one sequence of 6 blocks, but not de-duplicate the remaining 4 blocks. If the entire 10 block
request could be de-duplicated, Figure 3.6 loses out on 20KB of duplicate data. However, if
the Naive algorithm had a sequence length of 7, the request would be broken into one sequence
length of 7 blocks and the remaining 3 blocks would be written to disk. While this is not
better than the scenario in Figure 3.5, it does de-duplicate one more block than the scenario
in Figure 3.6. It is this kind of situation that causes the peaks. Figure 3.4 shows that de-
duplication can be performed on the request level. The peaks in the graph also indicate that if
a more intelligent algorithm was applied to the dynamic primary data sets, the de-duplication
percentage would be higher for longer sequence lengths.

Table 3.11 lists the de-duplication percentage for each of the dynamic primary data
sets for sequence lengths of 1 (SL1), 2 (SL2), 7 (SL7), 8 (SL8), 9 (SL9), 15 (SL15) and 16
(SL16). Each of the values in the table is the same as its point on the graph in Figure 3.4.
Table 3.12 has normalized percentages for each of the data sets. The normalization is done
in the same way as Table 3.10. The row of SL2/SL1 is the de-duplication percentage of the
sequence length of 2 with respect to the de-duplication achieved when using a sequence length
of 1. The 78.00% in the Corporate CIFS column means that 78.00% of the data de-duplicated
when using a sequence length of 1 is also de-duplicated when using a sequence length of 2.

Even though there is a drop from sequence length of 1 to sequence length of 2, applying
the Naive algorithm shows good results up until a sequence length of 9 for the Corporate CIFS
trace and a sequence length of 8 for the Engineering CIFS trace. Figure 3.6 also shows the
reason for the sharp decline in both traces around the sequence length of 8. If the sequence

length is larger than half of the request size one only sequence can be created. So if the largest
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Corporate CIFS | Engineering CIFS
SL1 28.25% 21.38%
SL2 22.03% 13.02%
SL7 13.91% 10.22%
SLS8 13.96% 6.18%
SL9 5.19% 5.98%
SL15 7.44% 9.63%
SL16 3.20% 0.20%

Table 3.11: Lists some of the achieved de-duplication for the dynamic primary data sets using
the Naive algorithm with different sequence lengths. The best de-duplication possible for the
Naive algorithm is achieved by using a sequence length of 1 (SL1).

Corporate CIFS | Engineering CIFS
SL2/SL1 78.00% 60.91%
SL7/SL1 49.25% 47.79%
SL8/SL1 49.42% 28.93%

Table 3.12: Lists the normalized de-duplication achieved from Table 3.11. All de-duplication in
this table is normalized with respect to the de-duplication achieved using the Naive algorithm
with a sequence length of 1 (SL1).

CIFS request has 16 4KB blocks, using a sequence length of 9 can result in de-duplicating 9
blocks and flushing 7 blocks to disk. A sequence length of 10 can result in de-duplicating 10
blocks and flushing 6 to disk. The Engineering CIFS has almost no CIFS requests containing
16 4KB blocks, which is why the de-duplication savings decreases noticeably at 7 instead of 8.
In the Naive algorithm, the sequence is created using the first number of blocks in the request
defined by the sequence length. In Figure 3.6, if blocks 1 — 6 cannot be de-duplicated, the
entire request is written to disk, even if blocks 2 — 7 already exist on-disk sequentially. It is

this situation that led to the Sliding Window algorithm.

3.2.2 Sliding Window

In order to solve one of the main problems of the Naive algorithm, the Sliding Window
algorithm will shift a sequence over by one block if the first sequence doesn’t exist on disk.
Only the Corporate CIFS trace from the dynamic primary data sets was used to test this
algorithm. The Corporate CIFS trace is comprised of real file system requests, which is the
long-term target for this work, and it consistently demonstrated higher levels of de-duplication
compared to the Engineering CIFS trace. Figure 3.7 shows how the Sliding Window algorithm
is applied to the Corporate CIFS trace read and write requests using a sequence length of 4.

The Sliding Window algorithm creates the first sequence of 4 blocks and finds a duplicate copy
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Figure 3.7: Example of the Sliding Window algorithm de-duplicating a file using sequences of
four 4KB blocks. (a) The 56KB file is broken up into fourteen 4KB blocks. (b) The algorithm
looks up the first sequence of four blocks. (c¢) The algorithm found the sequence on disk, de-
duplicates the sequence, and looks up the next sequence. (d) The sequence is unique and not
already on disk. (e) The algorithm marks the first block of the unique sequence to be written
to disk. It checks looks up the next 4 blocks. (f) See (c). (g) There is only one 4KB block left
in the file. The single block, unable to form a sequence, is written to disk.

24



30 Corporate CIFS De-duplication Algorithm Comparison

e—e Sliding Window Algorithm
~—a Naive Algorithm

251

20

15f

10f

De-duplication Percentage

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Sequence Length

Figure 3.8: Impact of the Sliding Window algorithm on the Corporate CIFS trace. The de-
duplication of the Corporate CIF'S trace using the Naive Algorithm is included as a second line
on the graph for comparison.

of the sequence on disk. The algorithm groups the next 4 blocks into a sequence but cannot
find a duplicate sequence on disk. Instead of writing the entire sequence to disk, like the Naive
algorithm, the Sliding Window algorithm marks the first block of the failed sequence to be
written to disk. It then creates a new sequence and finds an on-disk copy of the new sequence.
At the end, there is only one block left. The single block is insufficient to create a new sequence
and is marked to be flushed to disk. Once the algorithm reaches the end of the request, all
blocks that have been marked are written to disk. If the Sliding Window algorithm uses a
sequence length of 1, it behaves the same as a fixed-size de-duplication algorithm. However, if
the algorithm uses any sequence length greater than 1, it is possible for a block to be duplicated
on disk since the algorithm only de-duplicates blocks that make up a sequence. Any block not
in a sequence is written to disk and the MD5 hash of its content is added to the hash table
even if the block already exists on disk.

Figure 3.8 compares the de-duplication achieved between the Naive algorithm and
Sliding Window algorithm when applied to the Corporate CIFS trace. The peak at the sequence
length of 7 and the slow rise starting at the sequence length of 9 is still explained by Figures 3.5
and 3.6. Table 3.13 lists the de-duplication percentage of the Corporate CIFS trace for both
the Naive and Sliding Window algorithms using the sequence lengths of 1 to 8. Because the
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Sliding Window | Naive
SL1 28.25% 28.25%
SL2 25.07% 22.03%
SL3 22.28% 16.34%
SL4 21.53% 18.21%
SL5 19.62% 13.74%
SL6 18.19% 12.29%
SL7 20.00% 13.91%
SL8 16.66% 13.96%

Table 3.13: Lists some of the achieved de-duplication for Corporate CIFS using the Naive
algorithm and the Sliding Window algorithm.

Sliding Window | Naive
SL2/SL1 88.74% 77.98%
SL3/SL1 78.87% 57.84%
SL4/SL1 76.21% 64.46%
SL5/SL1 69.45% 48.53%
SL6/SL1 64.39% 43.50%
SL7/SL1 70.80% 49.24%
SL8/SL1 58.97% 49.42%

Table 3.14: Lists the normalized de-duplication achieved in Table 3.13 for both the Naive and
Sliding Window algorithms.

sequence length of 1 is the same as a 4KB fixed-size chunking technique, the de-duplication
percentage is the same. The values in the table match to their respective points on the graph in
Figure 3.8. Table 3.14 has the normalized percentages for both algorithms listed in Table 3.13.
The normalization is done in the same way as Table 3.12. The row of SL2/SL1 is the de-
duplication percentage of sequence length 2 with respect to the de-duplication achieved when
using a sequence length of 1. The 88.74% in the Sliding Window column means that 88.74% of
the data de-duplicated by a sequence length of 1 is also de-duplicated when using a sequence
length of 2. This is a 10.74% increase in de-duplication over the Naive algorithm.

Table 3.15 also contains normalized percentages but instead of normalizing with re-
spect to a sequence length, the data has been normalized with respect to the Naive algorithm
at each sequence length listed. The row of SL2 is the de-duplication percentage of the Sliding
Window algorithm using a sequence length of 2 with respect to the de-duplication percentage
of the Naive algorithm using a sequence length of 2. The SL2 entry of 113.80% means that the
Sliding Window algorithm can de-duplication 113.80% of the data de-duplicated by the Naive
algorithm when they both use a sequence length of 2. Another way to say this is that the Naive
algorithm can de-duplicate 87.87% of the data de-duplicated by the Sliding Window if they
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SW/N
SL2 || 113.80%
SL3 || 136.36%
SL4 || 118.23%
SL5 || 143.11%
SL6 || 148.02%
SL7 || 143.78%
SL8 || 119.34%

Table 3.15: Lists the Sliding Window (SW) algorithm’s achieved de-duplication from Table 3.14
when normalized to the Naive (N) algorithm’s de-duplication.

both use a sequence length of 2. The improvement of the Sliding Window algorithm over the
Naive algorithm is notable. Another point of interest in Figure 3.8 is the upward trend starting
at the sequence length of 9. This upward trend indicates that there is a non-trivial amount of
requests that can be de-duplicated entirely if the algorithm could use the extra leftover blocks
instead of immediately flushing them to disk. This was the motivation behind the Minimum

Threshold algorithm.

3.2.3 Minimum Threshold

The Minimum Threshold algorithm uses the sequence length as the smallest sequence
size allowed. In this case the sequence length is referred to as the threshold. A threshold of
4 means there must be at least 4 sequential blocks in the sequence for it be eligible for de-
duplication. Figure 3.9 shows how the Minimum Threshold is applied to the Corporate CIFS
trace read and write requests using a threshold of 4. The Minimum Threshold algorithm groups
the first 4 blocks into a sequence, looks the sequence up in a local hash table, and discovers that
there is an on-disk copy of the sequence. The algorithm appends the next block to the sequence
and looks up the new 5 block sequence, which also happens to exist on disk. The algorithm will
continue to add one block to the sequence and look up the new sequence until the algorithm
either uses all of the blocks left in the request, or the last block appended created a sequence
that does not already exist on disk as shown in Figure 3.9(g). If the latter event happens, the
last appended block is removed from the sequence reverting it to a sequence known to have an
on-disk duplicate. The algorithm groups the next 4 blocks into a sequence starting from the
block previously removed. If the newest sequence doesn’t have a duplicate copy on disk, shown
in Figure 3.9(i), the algorithm marks the first block of the sequence to be written to disk and
groups the next 4 blocks into a sequence starting from the second block in unique sequence. If
the newest sequence is found to have a duplicate copy stored on disk, as in Figure 3.9(k), the

algorithm continues to add one block to the sequence until there are no blocks remaining in the
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Figure 3.9: Example of the Minimum Threshold algorithm de-duplicating an incoming CIFS
request using a minimum threshold of 4. (a, b) Same as the Sliding Window algorithm. (c)
There is an on-disk copy of the sequence. Add the next block to the sequence and look for an
on-disk duplicate. (d) There is an on-disk copy of the new sequence. Add the next block to
the sequence and try again. (e, f) See (d). (g) There is no on-disk copy of any sequence that
contains the last block added. Remove the block added in (f) and de-duplicate the sequence
before the block was added. (h) The algorithm creates a new sequence starting at the block
previously removed in (g). (i) There is no duplicate sequence on disk. (j) Same as the Sliding
Window algorithm. (k) See (c). (1) See (d). (m) There are no more blocks left in the CIFS
request. All blocks in green are de-duplicated and the block in red is written to disk.
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Figure 3.10: Impact of the Minimum Threshold algorithm on the Corporate CIFS trace. The
de-duplication information of the Corporate CIFS trace using the Naive and Sliding Window
algorithms have been included in the graph for comparison.

request, shown in Figure 3.9(m), or the latest block addition results in a sequence that is not
found on disk as was shown in Figure 3.9(g). Just as in the Sliding Window algorithm, once the
Minimum Threshold reaches the end of the request, all blocks that were marked as not being
in a sequence are written to disk. If the Minimum threshold algorithm uses a threshold of 1,
it behaves the same as a fixed-size de-duplication algorithm if data cannot be de-duplicated
using sequences. However, if the algorithm uses any threshold greater than 1, it is possible for
a block to be duplicated on disk since the algorithm only de-duplicates blocks that make up a
sequence. Any block not in a sequence is written to disk and the MD5 hash of its content is
added to the hash table even if the block already exists on disk.

Figure 3.10 compares the achieved de-duplication between the Minimum Threshold,
Sliding Window and Naive algorithms. The x-axis of Figure 3.10 is the sequence lengths
used by the Minimum Threshold, Sliding Window and Naive algorithms for de-duplicating the
Corporate CIFS trace data. The sequence length was tested over single increments from a
sequence length of 1 block (4KB) to a sequence length of 16 blocks (64KB or the maximum
amount of data in a CIFS request). The y-axis of Figure 3.10 is the de-duplication percentage
achieved by the Minimum Threshold, Sliding Window and Naive algorithms for each sequence

length used. With respect to this graph, the higher a point is on the y-axis, the better the
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Minimum Threshold | Sliding Window | Naive Algorithm
SL1 28.25% 28.25% 28.25%
SL2 26.31% 25.07% 22.03%
SL3 25.22% 22.28% 16.34%
SL4 24.33% 21.53% 18.21%
SL5 23.72% 19.62% 13.74%
SL6 23.26% 18.19% 12.29%
SL7 22.66% 20.00% 13.91%
SL8 20.58% 16.66% 13.96%

Table 3.16: Lists the de-duplication achieved by all 3 algorithms: Naive, Sliding Window, and
Minimum Threshold.

Minimum Threshold | Sliding Window | Naive Algorithm
SL2/SL1 93.13% 88.74% 77.98%
SL3/SL1 89.27% 78.87% 57.84%
SL4/SL1 86.12% 76.21% 64.46%
SL5/SL1 83.96% 69.45% 48.53%
SL6/SL1 82.34% 64.39% 43.50%
SL7/SL1 80.21% 70.80% 49.24%
SL8/SL1 72.85% 58.97% 49.42%

Table 3.17: Lists the normalized de-duplication for some of the rows in Table 3.16. All de-
duplication results have been normalized using their respective algorithms.

result. For example, the Corporate CIFS trace has a de-duplication percentage of 26.31%
for a threshold of 2 when using the Minimum Threshold. This is a 1.24% improvement over
the Sliding Window’s de-duplication percentage using a sequence length of 2 and a 4.28%
improvement over the Naive Algorithm’s de-duplication percentage also using a sequence length
of 2.

Figure 3.10 illustrates all of the duplicate data missed by both the Sliding Window and
Naive algorithm. The Minimum Threshold algorithm outperforms the previous two algorithms
except when using a threshold of 1 or a threshold of 16. The greedy nature of the Minimum
Threshold algorithm allows it to outperform both the Sliding Window and Naive algorithms.
By continuing to match blocks past the minimum threshold, it has evened out the peaks in the
de-duplication graph and more than doubled the de-duplication at the threshold of 9 over the
Naive algorithm.

Table 3.16 lists the de-duplication percentages of the Corporate CIFS trace for all of
the algorithms (Naive, Sliding Window and Minimum Threshold) using sequence lengths, or
thresholds, of 1 to 8. Again, because the sequence length of 1 is the same as any 4KB fixed-

size chunking technique, the percentages for all 3 algorithms is the same. The values in the
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MT/SW | MT/N
SL2 || 104.95% | 119.43%
SL3 || 113.19% | 154.34%
SL4 || 113.00% | 133.60%
SL5 || 120.89% | 173.01%
SL6 || 127.88% | 189.29%
SL7 || 113.30% | 162.90%
SLS || 123.53% | 147.42%

Table 3.18: Lists the de-duplication of Minimum Threshold algorithm when normalized with
respect to the Sliding Window algorithm (MT/SW) and the Naive algorithm (MT/N).

table match their respective points on the graph in Figure 3.10. Table 3.17 has the normalized
percentages for all three algorithms in Table 3.16. The normalization is done the same way as
in Table 3.14. The row of SL2/SL1 is the de-duplication percentage of the sequence length, or
threshold, of 2 for each algorithm with respect to the de-duplication percentage of the sequence
length, or threshold, of 1 for the same algorithm. The 93.13% in the Minimum Threshold
column means that 93.13% of the data de-duplicated by a threshold of 1 can be de-duplicated
when using a threshold of 2.

Table 3.18 also contains normalized percentages but instead of normalizing with re-
spect to a sequence length or threshold value, the data has been normalized with respect to
either the Sliding Window algorithm (MT/SW) or the Naive algorithm (MT/N). The row of
SL2 is the de-duplication percentage of the Minimum Threshold algorithm using a threshold of
2 with respect to the de-duplication percentage of the Sliding Window algorithm and the Naive
algorithm each using a sequence length of 2. The 104.95% in the MT/SW column means that
the Minimum Threshold algorithm using a threshold of 2 can de-duplicate 104.95% of the data
de-duplicated by the Sliding Window algorithm using a sequence length of 2. Another way to
say this is that the Sliding Window using a sequence length of 2 can de-duplicate 95.29% of
the data de-duplicated by the Minimum Threshold algorithm using a threshold of 2. It is clear
that each iteration of the algorithm is better than its predecessor. Not only that, but each
successive algorithm was almost always a noticeable improvement for each sequence length.
Due to the Minimum Threshold algorithm’s clear dominance, it was the algorithm chosen for

the full-scale implementation.
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Chapter 4

Implementation

This chapter outlines the design and implementation of the Minimum Threshold in a
Log-Structured File System. In Section 4.1, I give a high level overview of how incoming write
requests are de-duplicated. In Section 4.2, I list and briefly describe the data structures that
were required to store the additional metadata generated by the Minimum Threshold algorithm.
In Section 4.3, I give detailed explanations about how the algorithm and file system handle
write requests and delete requests. I also briefly discuss the impact of adding de-duplication to

the file system when handling read requests.

4.1 Design

The algorithm for de-duplicating sequences is implemented in a log-structured file
system that allows de-staged writes. As writes come in from users, the file system groups them
into a segment. When the segment becomes full or a preset amount of time has elapsed, the
segment data is flushed to disk. My algorithm is applied to the incoming write data when the
file system decides to flush the segment data to disk. The algorithm de-duplicates sequentially
duplicate data and writes the remaining data to disk.

The file system reorganizes and all incoming write data by grouping the data based
on filenames. My algorithm checks for sequential write data in a file write request that exists
on disk in the exact same order. If a group of spatially local data blocks are found to occur
sequentially on disk, the spatially local blocks are grouped together in a sequence and de-

duplicated.
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Figure 4.1: Example of Hash Table and Reverse Mapping Hash Table entries.

4.2 Data Structures

To keep track of the additional metadata required for the Minimum Threshold algo-
rithm, I had to add new data structures to the file system. In this section I have broken the
data structures into two categories: static and dynamic. The static data structures persist so
long as the file system is up and running. The dynamic data structures are allocated and freed

for each file write request sent to the algorithm.

4.2.1 Static Data Structures

I created two static data structures and recycled one existing data structure to store
the additional metadata generated by the Minimum Threshold algorithm. The first two data
structures contain mapping information. The Hash Table maps an MD5 hash to a list of on-
disk locations with content that creates the MD5 hash. The second data structure contains a
mapping of a single on-disk location to the MD5 hash of the content stored at the location.
Lastly, the Reference Count File has a reference counter for every active on-disk location. It

keeps track of the number of times a block is de-duplicated.

4.2.1.1 Hash Table

The Hash Table data structure keeps track of the on-disk locations for all the MD5
hashes of data blocks that have been previously written to disk. On the left in Figure 4.1 is a
simple Hash Table entry. The first item in the entry is an MDb5 hash. The following 3 number
entries are the on-disk locations of data blocks whose content generated the MD5 hash. To
search for a duplicate block, the system accepts a MD5 hash and uses it to index into a bucket
in the hash table. The system compares the MD5 hash to all of the hashes in the bucket. If a
match is found, a list of on-disk locations for that hash are returned. If the hash is not found,

the system returns nothing and the algorithm knows a block is unique.
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4.2.1.2 Reverse Mapping Hash Table

The Reverse Mapping Hash Table is a one-to-one mapping of on-disk locations to a
MD5 hash. Instead of storing the hash value again, each bucket in the reverse mapped hash
table points to its mapped MD5 hash entry in the main hash table. On the right in Figure 4.1
is a simple Reverse Mapping Hash Table entry. The first item in the entry is an on-disk location
for a block. The second item in the entry is a pointer to the Hash Table entry for the on-disk
location. The Reverse Mapping Hash Table helps with look ups when the algorithm has the
location of a block but not the MD5 hash of the data that coincides with the on-disk location.
The aforementioned situation is most frequently encountered when deleting file data blocks and

checking data when performing file overwrites.

4.2.1.3 Reference Count File

This file provides a mapping between every data block on disk and its reference count.
Every time a file data block is written to disk, an entry is created in this file. Every time a block
is de-duplicated against a block on disk, the counter for the block on disk is incremented. If a
file is deleted, the reference counts of all de-duplicated blocks are decremented by one. When
a file is deleted, any blocks that have a reference count of zero are removed from the Reverse

Mapping Hash Table and Hash Table data structures before the block is marked as free.

4.2.2 Dynamic Data Structures

The dynamic data structures in this section only last while the file write request has
not been written to disk. Each request has its own set of the three dynamic data structures listed
below. When the request has completed, the dynamic data structures are freed. The Index List
and De-duplication List are used to determine if a block should be de-duplicated or written to

disk. The Algorithm List is used to find sequences and mark blocks for de-duplication.

4.2.2.1 Algorithm List

The Algorithm List is the master control of the data structures. It is responsible for
storing all of the on-disk locations for blocks that match file data. Once the list is populated
with all possible locations, the algorithm scans the list and determines the sequence boundaries
for de-duplication. As sequences are matched, the entries are inserted into the De-duplication
List and removed from the Algorithm List and Index List. Figure 4.2 is an example state of
the Algorithm List data structure after it has been populated with all of the on-disk locations

for each block in a write request. The first number in each list element is between 0 and 5.
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Figure 4.2: Example state of the Algorithm List data structure.
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1cfe9ef411db9d7c / fbcdbe2fb176e5a1

Figure 4.3: Example state of the Index List data structure based on the Algorithm List data
structure given in Figure 4.2.

These are the file block numbers associated with each block in the write request. The second
number in each list element is one of the on-disk locations that maps to the same MD5 hash
as the file block it’s paired with. For example, file block number 4 has two on-disk locations:
116 and 123. Therefore, there are two list elements for file block number 4 in Figure 4.2. As
was previously stated, the elements in the Algorithm List shown in Figure 4.2 are sorted by

on-disk location.

4.2.2.2 1Index List

When the algorithm is invoked, the Index List first contains an entry for every 4KB
block write for the file being de-duplicated. Each entry contains two pieces of information:
the block’s file block number (FBN) and the MD5 hash. When the algorithm has finished
determining the sequence boundaries of a file, the Index List only contains entries for the
blocks that are not being de-duplicated. The entries for the blocks being de-duplicated are in
the De-duplication List. Figure 4.3 is an example state of the Index List given the Algorithm
List state in Figure 4.2 and assuming de-duplication was performed using a threshold of 3. The
Algorithm List contains a sequence of four blocks, FBNs 1 through 4, that will be de-duplicated.
FBNs 0 and 5 are not in a sequence and will be written to disk. The Index List in Figure 4.3
has two elements in it. The first entry in both elements is the FBN of the blocks being written
to disk. The second entry is both elements is the MD5 hash of the content at each FBN.

4.2.2.3 De-duplication List

The De-duplication List is empty when the de-duplication algorithm is invoked. When
the algorithm completes, the De-duplication List contains entries for all blocks that are to be de-

duplicated for a file write. Each entry in the list contains the following: the block’s FBN and the
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Figure 4.4: Example state of the De-duplication List data structure based on the Algorithm
List data structure given in Figure 4.2.

location of the on-disk data block that matched the duplicate file block. Figure 4.4 is an example
state of the De-duplication List given the Algorithm List state in Figure 4.2 and assuming de-
duplication was performed using a threshold of 3. The De-duplication List in Figure 4.4 has
list elements for the FBNs found in sequence from the Algorithm List in Figure 4.2. The first
entry in the list elements are the FBNs of the blocks to be de-duplicated. The second entry in
the list elements are the on-disk locations being referenced when de-duplicating the block. The
reference counts for these on-disk locations will each be incremented by one when the blocks

are de-duplicated.

4.3 Implementation

In this section I discuss the three major types of file system requests that are received
by the file system: write, read and delete. Section 4.3.1 details how file system write request
goes through the write path. It covers how the dynamic data structures are populated and used
to determine sequences for de-duplication, and how the file system was changed to handle both
de-duplicated blocks and blocks that still need to be written to disk. Section 4.3.2 discusses
how read requests are done in the file system and the impact using sequences for de-duplication
has on handling read requests. Lastly, Section 4.3.3 describes how the delete path for a file has

been changed to reflect the addition of de-duplication in the system.

4.3.1 Write Requests

Because this implementation sits on top of a log-structured file system, when a write
is issued to disk there may be write data for more than one file. Before writing file data to
disk, the file system batches all of the write data for each file together. After batching the write
data, the file system writes the data blocks to disk one file at a time. This write allocation is
ideal for de-duplicating files as they come in using sequences. For each file, there is an initial
check to make sure that it is de-duplicatable. In this implementation only user file data is
de-duplicated. If the incoming file belongs to the system or is a metadata or directory entry,

the file is simply dismissed and no de-duplication is attempted. For file writes that belong to
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Figure 4.5: Flow chart illustrating the write request path.
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user files, the algorithm will set a flag in the file’s inode to tell the file system that this file may
contain de-duplicated data. The rest of this section describes, and is illustrated in Figure 4.5,
how an incoming write request for a single file is processed by the algorithm and written to
disk.

Each file write has a list of all the data blocks that are to be written to disk. The
algorithm iterates through the list of data blocks, computes the MD5 hash of each block and
stores the FBN and the MD5 hash information in the Index List data structure. Omnce all
the blocks have been hashed, the algorithm can start searching for sequence boundaries. The
algorithm iterates over the Index List to detect duplicate blocks and find sequences. First, the
algorithm sends the Hash Table the MD5 hash value associated with the first file block. If the
MD5 hash exists in the table, the algorithm receives a pointer to the list of on-disk locations
that contain data that matches the MD5 hash. Those on-disk locations are added as entries in
the Algorithm List. Each entry in the Algorithm List contains both the on-disk location of the
duplicate data block and the FBN that belongs to the incoming write. The FBN is included
to make sure that the sequences de-duplicate blocks in the same order as they appear in the
incoming file write. The algorithm then sends the second MD5 hash value to the hash table. If
the hash table returns nothing to the algorithm, the second file block is unique. Currently, the
algorithm does nothing as this will be noticed in due time. If the Hash Table did have matching
blocks for the MDb5 hash, the algorithm would iterate over the locations and add them into the
Algorithm List in ascending sorted order based on the on-disk location.

After all entries from the Index List have been processed and added to the Algorithm
List, the algorithm searches the list for sequence boundaries. This search is done in linear time
due to the sorted nature of the list. The algorithm starts at the beginning of the Algorithm
List and compares the entries in the list two elements at a time. Two entries are considered
to be in sequential order if both the FBN and the on-disk location of the second entry are
one larger than the first entry. If the two entries are in sequence, the algorithm compares the
second and third entry in the Algorithm List. This comparison continues on until the algorithm
finds two entries that aren’t in sequence. Once a sequence is broken, the algorithm calculates
how many blocks are in sequential order. If the number of blocks in sequential order is at least
the minimum threshold length, the algorithm marks the blocks as being in a sequence. First,
the FBNs are removed from the Index List and added to the De-duplication List. After, the
algorithm removes all entries in the Algorithm List that contain the FBNs that are already
marked as being in a sequence. This process continues on until the algorithm reaches the end
of the Algorithm List and returns control back to the file system.

When the file system regains control, it iterates through all of the data blocks that
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need to be written to disk for the file. There are two paths a write can go down depending on
if it can be de-duplicated. For each file block, if the FBN is in the Index List, it was unique
or did not fit into a sequence and goes down the “no duplicate” path. Any block writes sent
down this path are written to disk and their on-disk location and MD5 hash are added to the
Hash Table and the Reverse Mapping Hash Table for future use and an entry is created in
the Reference Count File for the block. If the FBN is in the De-duplication List, the block is
in a sequence with an already known on-disk location. Instead of allowing the file system to
write the block to disk, the block write is sent down the “de-duplicate” path. Any block writes
sent down this path have their location modified to the known on-disk location and a reference
count is incremented for that same location in the Reference Count File. The third path a
write can down is the original write path. It’s used for any writes that are not user file data.
After these writes complete, the process repeats for the next file in the write request.
Because all de-duplication happens on the granularity of file data blocks, a file read doesn’t
require any extra levels of indirection. The file system sees the file’s block allocation as if it

chose to write the de-duplicated blocks there in the first place.

4.3.2 Read Requests

Because of the way de-duplication is done, the read request path did not need to be
modified. When a write block is de-duplicated, the algorithm assigns the on-disk location of
the data block and tells the file system to update the metadata as if the block has already been
written to disk. Because the algorithm changes the file metadata to use already written data,

any read request issued will be processed as if the data was written there in the first place.

4.3.3 File Deletion

The required changes to the file deletion path were minor because a lot of the checks
for de-duplicated data in the file system already existed in the code base. When the file system
gets a delete request for a data block, it first checks to see if the block’s inode is flagged for
potential de-duplicated blocks. If the inode is not flagged, the block is simply freed without
any extra steps. If the inode has been flagged as potentially having de-duplicated data blocks,
the data block is looked up in the Reference Count File. There are three potential outcomes
after lookup is performed: 1) the block is not in the file, 2) the block is in the file and its
reference count is greater than zero, or 3) the block is in the file and its reference count is zero.
The first outcome has two possible origins and is beyond the scope of this section. The second

and third outcomes are discussed below and are illustrated in Figure 4.6.
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If the block is in the Reference Count File with a reference count greater than zero,
the reference count for the block is simply decremented by one. The data block is then marked
as free and deletion continues. If the block is in the Reference Count File with a count of zero,
that means the block is unique in the file system and has no other blocks referencing it. First,
the block is looked up in the Reverse Mapping Hash Table. The MD5 hash value is saved and
the file system follows the link to the Hash Table entry for the MD5 hash value. The file system
checks to make sure that there is more than one on-disk location for the matching MD5 value.
If there is, it simply removes the on-disk location for the block to be deleted. If there is only
one entry for the MD5 value, the entire MD5 entry in the hash table is removed. Once the
cleanup is done for these two data structures, the file system returns to the Reference Count
File and removes the entry for the data block. After all of this has been completed, the file

system can mark the data block as free.
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Chapter 5

Experiments

To test my implementation I chose to use three workloads: Linux tars, the Corporate
CIFS trace and the Engineering CIFS trace. The Linux workload was chosen because it is a
vastly different workload than the Corporate and Engineering CIF'S traces. The Linux workload
consists of 109 versions of the Linux kernel from version 2.5.0 to 2.6.32. The Corporate and
Engineering CIFS traces are the same as discussed in Chapter 3. Because they are CIFS
requests gathered from an actual primary storage system, they are an ideal workload to test
my implementation.

All workload data was kept on a client machine locally. The remote storage system
running the implemented Minimum Threshold algorithm was mounted on the client machines
via NFS. Each workload was sent to the remote storage system via NFS. By sending the
workload data via NFS there is no cross-contamination of disk seeks or data de-duplication by
storing the workload data on the same storage system being used for testing. NFS was chosen
instead of CIFS because, as mentioned in 3.1.3, the Corporate and Engineering CIFS traces
are two text files, not the actual file system requests themselves.

Each workload was used to test de-duplication and disk seeks for read requests. Be-
fore the de-duplication algorithm was tested, each workload was run without performing de-
duplication to get baseline disk seek statistics. The disk seeks gathered report the starting
address of a request, the size of a request and if it is a read or write request. Write request
data was also gathered to help calculate the read seek distances. A read seek distance is the
absolute value of the difference between the last location accessed and the starting location of
the read request. All seek distances are on the granularity of 4KB blocks. This is because the
file system writes data at the 4KB block granularity and reads it back in the same fashion. A

seek distance of 1 means to access the starting location for a read request, the disk had to seek
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past one 4KB block of data. De-duplication using different thresholds will show the impact
of threshold length for each workload. The disk seek logs will convey the impact of threshold
length on read requests for each workload.

In this chapter I discuss the workloads and present their de-duplication and disk seek
information for varying threshold lengths. In Section 5.1, I present the first workload: Linux
kernel source code. I briefly describe how the workload is run and how the statistics are gath-
ered. In Section 5.2, I present the second and third workloads: the Corporate and Engineering
CIFS traces. I briefly describe how the traces are replayed and how the statistics are gathered
for both traces. While the explanation given applies to both, they are tested independently. In

Section 5.3, I present the de-duplication and disk seek results for all workloads.

5.1 Linux Workload

The Linux workload used to test my implementation is comprised of 109 versions of
the Linux kernel from version 2.5.0 to 2.6.32. All versions were downloaded from the Linux
Kernel Archives [2] in tar.gz format, gunzipped, and left in tar format. Each tar file is extracted
to a directory on the storage server one file at a time. After all the file writes complete, the

directory is tarred and stored locally on the client machine.

5.1.1 Writing tars

Before extracting any tar files, the testing code mounts an NFS exported directory
from the storage server running my modified file system to a local client-side directory. All tar
files are extracted to the mounted directory one tar file at a time. When all Linux kernel tar
files have been extracted, I collect all de-duplication statistics from the storage server for all

writes to the mounted directory.

5.1.2 Reading tars

After gathering all of the de-duplication data associated with the file writes from the
extracted Linux kernels, I need to gather read data. The mounted directory that contains all
of the extracted Linux kernels is tarred to the client’s local /tmp directory. The disk seeks
required to read every file in the mounted directory are logged. The log is crawled to calculate
the number of disk seeks, the amount of data read per disk seek, and the distance between disk

seeks.
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5.2 CIFS Workload

The CIFS traces used to test my implementation are the same traces used and dis-
cussed in Chapter 3. The two trace data sets, Corporate CIFS and Engineering, are handled
separately but follow the same testing protocol. As was mentioned in Chapter 3, the trace data
only contains file data that was accessed during the trace period. If only the last half of a file
was accessed during the trace period, I will not know anything about the data contained in the
first half of the file. The traces do not provide a full view of every file in the file system, let
alone provide any kind of guarantee that even one file will have all its data represented in the

trace.

5.2.1 Warming Data Structures

While the traces do not give a full picture of the file system state, there is some data
that is known to be on disk before the trace was created. This data comes from “unmodified
read data”. Unmodified read data is defined as file data that has been returned by a read
request that does not have a matching write request earlier in the trace. By collecting all of
the unmodified read data, a small subset of the file system state that existed before the traces
were gathered can be recreated.

Before collecting unmodified read data, the testing code mounts an NFS exported
directory from the storage server on the client. The trace is then replayed and all of the un-
modified read data is sent as write requests to the file system. After the trace replay completes,
the data structures contain information about file blocks that are known to be on disk before
the trace gathering started. All de-duplication counters are reset, but the contents of the hash

table data structures are left unmodified.

5.2.2 Gathering Statistics

After the counters have been reset, the trace is replayed a second time. All data is
read from and written to the same NFS mounted directory. After the second replay of the
trace has completed, all of the statistics are collected. First, the de-duplication numbers of the
write traffic are extracted from the storage server. Then the disk seek log is copied to the local
client machine. Just like the Linux kernel tests, the disk seek log is crawled to calculate the

number of disk seeks, the amount of data read per seek and the distances between disk seeks.
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5.3 Graphs

In this section I present the results for each of the data sets in turn. For each workload I
report the de-duplication percentage as the threshold increases in powers of 2, and the disk seek
performance for each threshold. The disk seek performance is given in the form of a histogram
with tables highlighting important statistical information. After presenting the results for each

workload, I state and explain the best threshold option for the data set being discussed.

5.3.1 Linux Workload

Figure 5.1 shows the amount of de-duplication achieved by the Minimum Threshold
implementation when applied to the Linux workload. Each bar on the x-axis in Figure 5.1 is
the de-duplication percentage for a threshold. The thresholds were tested from a threshold
of 1 to a threshold of 8 in increments of powers of two. The y-axis of Figure 5.1 is the de-
duplication achieved by the Minimum Threshold implementation for the Linux workload for
each threshold tested. The number on top of each bar indicates the de-duplication percentage
achieved by each threshold tested for the Linux workload. With respect to this graph, the
higher the bar is on the y-axis, the better the result. For example, the Linux workload has a
de-duplication percentage of 55.34% when using a threshold of 1. This means that 55.34% of
the Linux workload data can be de-duplicated at the write request level, requiring only 44.66%
of the write request data to be written to disk. The drop from a threshold of 2 to a threshold
of 4 is due to the many small files that exist in the Linux workload. If a file is smaller than
the threshold length, the file is not considered for de-duplication. Figure 5.1 shows that setting
the threshold length to be larger than the average file size of a workload can have a significant
impact on the de-duplication achieved. However, the impact of sequence-based de-duplication
on disk seeks for read requests needs to be investigated before any conclusions can be made for
this workload.

Figure 5.2 shows the impact of the Minimum Threshold implementation on read re-
quest disk seeks for the Linux workload. It presents the read request disk seek distances in a
histogram based on the seek distance incurred by each seek. Each tick on the x-axis marks a
bin. The first bin is for zero-distance seeks which indicates a read request that was satisfied
without needing to perform a disk seek, and the remaining bins group disk seeks based on
the seek distance’s order of magnitude. Each bin has been shortened using interval notations.
For example, the bin [102,10%) contains the disk seeks with distances from 100 to 999 blocks
inclusive. The last bin [10%,00) is all disk seeks that have a distance of 1,000,000 blocks or
more. The y-axis of Figure 5.2 is the number of disk seeks for each bin. The higher the bar is
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Figure 5.1: Impact of the Minimum Threshold implementation on the de-duplication of the
Linux workload.
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bin represents an order of magnitude for disk seek distances.
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Total Disk Seeks | Zero Distance | Non-Zero Distance
No De-dup 2,513,716 1,925,956 587,760
Thresh 1 2,123,195 1,426,662 696,533
Thresh 2 2,134,909 1,426,322 708,587
Thresh 4 2,143,405 1,446,025 697,380
Thresh 8 2,273,086 1,574,923 698,163

Table 5.1: Lists the total disk seeks required to satisfy all the read requests generated by each
test of the Linux workload. Total disk seeks are also split into two categories: disk seeks of
zero distance and disk seeks of non-zero distance.

Mean Seek Distance | Average Blocks Read per Seek
No De-dup 25,366.5 2.33
Thresh 1 24,411.5 1.45
Thresh 2 23,952.2 1.60
Thresh 4 24,720.6 1.84
Thresh 8 25,959.9 2.00

Table 5.2: Lists the mean seek distance and the average blocks read per seek for the disk seeks
listed in Table 5.1.

on the y-axis, the more disk seeks traveled the distances represented by the bin to read data
for a read request. There is a drop in the number of zero-distance seeks for all tests with de-
duplication turned on. There is also a spike in the read request disk seeks with lengths between
1 to 9 blocks and 1,000 to 9,999 blocks. Based on this graph alone, it would suggest that there
is no improvement in read request seek distances when using a sequence-based de-duplication
scheme. However, when the information in Figure 5.2 is paired with the information from
Tables 5.1 and 5.2, the best choice for the Linux workload would be a threshold of 2.

Tables 5.1 and 5.2 give read request disk seek statistics for the Linux workload. Each
row in both tables corresponds to a test of the workload shown in Figure 5.2. The first rows
in both tables report read request disk seek statistics for the Linux workload without de-
duplication. The remaining four rows in both tables give the same statistics with each row
representing a threshold length. The first column in Table 5.1 is the total number of disk seeks
required to read all of the data for the read requests in the workload. The second column is for
the zero distance seeks that were discussed previously. It gives the number of disk seeks that
required a zero distance seek to read the requested file data. The third column is for non-zero
distance seeks—any disk seek that did not have a seek distance of zero falls into this category.
The first column in Table 5.2 is the mean seek distance for each test of the Linux workload.
The mean seek distance is the the sum of all the zero and non-zero seek distances divided by

the total number of disk seeks. The second column in Table 5.2 is the average number of blocks
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read per disk seek.

The Linux workload without de-duplication has the most overall disk seeks, the most
zero distance seeks, the fewest non-zero distance seeks but also has the second highest mean
seek distance. This indicates that while no de-duplication gives the most zero distance seeks,
the non-zero distance seeks are of non-trivial distances. The Linux workload without de-
duplication does have the highest average blocks read per seek with a threshold of 8 coming in
second. However, the threshold of 8 has the largest mean seek distance. Using a threshold of
2 is the best choice for Linux workload. The threshold of 4 has more zero distance seeks and,
on average, more blocks read per seek than a threshold of 2. However, the threshold of 2 has
fewer total disk seeks, a shorter mean seek distance and a de-duplication percentage of 49.51%

of the workload where the threshold of 4 only de-duplicates 39.89%.

5.3.2 Corporate CIFS Trace Workload

Figure 5.3 shows the amount of de-duplication achieved by the Minimum Threshold
implementation when applied to the Corporate CIFS trace workload. Each bar on the x-axis
in Figure 5.3 is the de-duplication percentage for a threshold. The thresholds were tested from
a threshold of 1 to a threshold of 8 in increments of powers of two. The y-axis of Figure 5.3
is the de-duplication achieved by the Minimum Threshold implementation for the Corporate
CIFS trace workload for each threshold tested. The number on top of each bar indicates the de-
duplication percentage achieved by the Minimum Threshold implementation when running the
Corporate CIFS trace workload with different threshold lengths. With respect to this graph,
the higher the bar is on the y-axis, the better the result.

For example, the Corporate CIFS trace workload has a de-duplication percentage of
32.25% when using a threshold of 1 and a de-duplication percentage of 29.36% when using a
threshold of 8. This is a loss of 2.84% in overall de-duplication by increasing the threshold
from 1 to 8. The overall loss is also an 8.96% relative loss in the amount of data de-duplicated
using a threshold of 8 when compared to using a threshold of 1. The small loss in overall
de-duplication for the Corporate CIFS trace workload means the best choice for this workload
is dependent on the impact of threshold lengths on the read request disk seeks.

Figure 5.4 shows the impact of the Minimum Threshold implementation on read re-
quest disk seeks for the Corporate CIFS trace workload. It presents the read request disk seeks
in the same format as Figure 5.2 and should be read the same way. Figure 5.4 also shows
that by using a sequence-based de-duplication scheme, there is a decrease in the number of
zero-distance seeks. More of the disk seeks also seem to have a distance between 100 and 999

blocks. Based on Figure 5.4 alone, it appears that performing sequence-based de-duplication
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Figure 5.3: Impact of the Minimum Threshold implementation on the Corporate CIFS trace
workload.
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Figure 5.4: Impact of the Minimum Threshold implementation on disk seeks that respond
to read requests in the Corporate CIFS trace workload. The information is presented as a
histogram where each bin represents an order of magnitude for disk seek distances.
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Total Disk Seeks | Zero Distance | Non-Zero Distance
No De-dup 438,142 267,956 170,186
Thresh 1 379,805 210,094 169,711
Thresh 2 392,553 212,882 179,671
Thresh 4 394,298 216,150 178,148
Thresh 8 406,337 228,813 177,524

Table 5.3: Lists the total disk seeks required to satisfy all the read requests generated by each
test of the Corporate CIFS trace workload. Total disk seeks are also split into two categories:
disk seeks of zero distance and disk seeks of non-zero distance.

Mean Seek Distance | Blocks Read per Seek
No De-dup 332,181 11.86
Thresh 1 284,092 11.92
Thresh 2 301,777 11.66
Thresh 4 283,044 11.67
Thresh 8 275,500 11.49

Table 5.4: Lists the mean seek distance and the average blocks read per seek for the disk seeks
listed in Table 5.3.

incurs longer disk seeks for read requests. But when the information from Figure 5.4 is paired
with the information from Tables 5.3 and 5.4, it is shown that the best choice for the Corporate
CIFS trace workload is a threshold of 8.

Tables 5.3 and 5.4 give read request disk seek statistics for the Corporate CIFS trace
workload. Each row in both tables corresponds to a test of the workload shown in Figure 5.4.
The layout of data in both tables is in the same format as Tables 5.1 and 5.2 and should be
read the same way. The Corporate CIFS trace workload without de-duplication has the largest
number of overall disk seeks and the most zero distance seeks, but it also has the highest mean
seek distance. This indicates, similar to the Linux workload, that while no de-duplication
gives the most zero distance seeks, the non-zero distance seeks are of non-trivial distances.
The Corporate CIFS trace workload with a threshold of 1 reads the most blocks per disk seek
on average with 11.92 4KB blocks read per disk seek. Based on the numbers presented in
Tables 5.3 and 5.4, using a threshold of 1 appears to be the best choice for the Corporate CIFS
trace workload. The threshold of 1 has the fewest total disk seeks, fewer non-zero distance
seeks, more blocks read per seek and the best possible de-duplication out of all the thresholds.
However, I propose using a threshold of 8 instead of 1 for the Corporate CIFS trace workload.
Because the minimum threshold expresses the smallest sequence that can be de-duplicated, it is
possible that the Corporate CIF'S trace workload will degrade into a block-based de-duplication

scheme when using a threshold of 1. All rows in Table 5.4 read at least 11 blocks per seek on
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Total Disk Seeks | Zero Distance | Non-Zero Distance
No De-dup 693,034 373,115 319,919
Thresh 1 722,602 349,938 372,664
Thresh 2 704,153 368,870 335,283
Thresh 4 699,325 365,154 334,171
Thresh 8 714,294 370,176 344,118

Table 5.5: Lists the total disk seeks required to satisfy all the read requests generated by each
test of the Engineering CIF'S trace workload. Total disk seeks are also split into two categories:
disk seeks of zero distance and disk seeks of non-zero distance.

average. In order to preserve that average, a longer sequence length would serve the workload

better than a shorter one.

5.3.3 Engineering CIFS Trace Workload

Figure 5.5 shows the amount of de-duplication achieved by the Minimum Threshold
implementation when applied to the Engineering CIFS trace workload. Each bar on the x-axis
in Figure 5.5 is the de-duplication percentage for a threshold. The thresholds were tested from
a threshold of 1 to a threshold of 8 in increments of powers of two. The y-axis of Figure 5.5
is the de-duplication achieved by the Minimum Threshold implementation for the Engineering
CIFS trace workload for each threshold tested. The number on top of each bar indicates the
de-duplication percentage achieved by the Minimum Threshold implementation when running
the Engineering CIFS trace workload with different threshold lengths. With respect to this
graph, the higher the bar is on the y-axis, the better the result.

For example, the Engineering CIFS trace workload has a de-duplication percentage
of 17.90% when using a threshold of 1 and a de-duplication percentage of 16.61% when using
a threshold of 8. This is a loss of 2.84% in overall de-duplication by increasing the threshold
from 1 to 8. The overall loss is also an 7.21% relative loss in the amount of data de-duplicated
using a threshold of 8 when compared to using a threshold of 1. The small loss in overall de-
duplication for the Engineering CIFS trace workload means the best choice for this workload
is dependent on the impact of threshold lengths on the read request disk seeks.

Figure 5.6 shows the impact of the Minimum Threshold implementation on read re-
quest disk seeks for the Engineering CIFS trace workload. It presents the read request disk
seeks in the same format as Figure 5.2 and should be read the same way. Figure 5.6 also shows
that by using a sequence-based de-duplication scheme, there is a decrease in the number of
zero-distance seeks—most notably for a threshold of 1. The remaining disk seeks in Figure 5.6

are close to the test of the Engineering CIFS trace workload without de-duplication. Because
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Figure 5.6: Impact of the Minimum Threshold implementation on disk seeks that respond
to read requests in the Engineering CIFS trace workload. The information is presented as a
histogram where each bin represents an order of magnitude for disk seek distances.
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Mean Seek Distance | Blocks Read per Seek
No De-dup 399,197 8.89
Thresh 1 375,863 8.36
Thresh 2 339,250 8.64
Thresh 4 344,859 8.62
Thresh 8 350,142 8.57

Table 5.6: Lists the mean seek distance and the average blocks read per seek for the disk seeks
listed in Table 5.5.

the disk seek distances are presented as a graph of the distribution of probabilities, Figure 5.6
shows how the Minimum Threshold implementation impacts read request disk seeks but does
not give a perspective on the absolute disk seek statistics. Based on Figure 5.6 alone, it would
seem that performing sequence-based de-duplication incurs longer disk seeks for read requests
for a threshold of 1 and is almost on par for thresholds 2, 4 and 8. But when the information
from Figure 5.6 is paired with the information from Tables 5.5 and 5.6, it is shown that the
best choice for the Engineering CIFS trace workload is a threshold of 2.

Tables 5.5 and 5.6 give read request disk seek statistics for the Engineering CIF'S trace
workload. Each row in both tables corresponds to a test of the workload shown in Figure 5.6.
The layout of data in both tables is in the same format as Tables 5.1 and 5.2 and should
be read the same way. The Engineering CIFS trace workload without de-duplication has the
fewest overall disk seeks, the most zero-distance seeks and the fewest non-zero distance seeks,
but it also has a high mean seek distance. Just like the Linux and Corporate CIFS trace
workloads, the non-zero distance seeks for the Engineering CIFS trace workload are of non-
trivial distances. The Engineering CIFS trace workload without de-duplication reads the most
blocks per disk seek on average with 8.89 4KB blocks read per disk seek. Based on the numbers
presented in Tables 5.5 and 5.6, using a threshold of 1 appears to be the worst choice for the
Engineering CIF'S trace workload unlike the Corporate CIFS trace workload. The threshold of
1 has the most total disk seeks, the least non-zero distance seeks, the most non-zero distance
seeks and the fewest blocks read per seek on average. The only benefit to using a threshold of
1 is the getting the best possible de-duplication out of all the thresholds. I propose using either
a threshold of 2 or 4 for the Engineering CIFS trace workload. The threshold of 2 has a shorter
mean seek distance, reads more blocks per seek on average and de-duplicates more data than a
threshold of 4. However, there is an inherent danger of using such a small threshold value as I
discussed in Section 5.3.2. I was unable to test a threshold of 3 on the Engineering CIF'S trace

workload due to time constraints.
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Chapter 6

Conclusion

Data de-duplication is a technique commonly applied to secondary storage systems in
order to maximize storage space utilization by eliminating duplicate file data. There are many
different ways to perform data de-duplication, but a common trait among many approaches is
to perform what Mandagere [21] refers to as “Sub File Hashing” (SFH). SFH techniques break
a file into smaller pieces to increase the probability of finding duplicate file data.

However, removing duplicate file data using a subset of file data inherently causes file
fragmentation. When a file is written out sequentially, the underlying file system attempts to
optimize the on-disk placement for the file. After data de-duplication, the on-disk layout of a
file can change drastically. Any optimal data placement done by the file system can be undone
by de-duplication. A sequentially written file can have the on-disk layout of a randomly written
file after data de-duplication completes.

This change in the on-disk representation of a file will result in an additional disk
seeks to read the entire file. Depending on the de-duplication technique being used, there
may be extra accesses to metadata structures to determine the on-disk locations for a file’s
de-duplicated blocks. All of these extra seeks can hurt the read performance of a file system.
While this read performance penalty typically goes unnoticed on secondary systems, it is one
of the reasons de-duplication techniques are not performed on primary storage.

In Chapter 3, I have shown that a simple sequence-based de-duplication algorithm is
able to detect and eliminate duplicate data from files stored on both secondary and primary
storage systems. The same simple algorithm can also de-duplicate data from CIFS requests
issued to a primary storage system. I presented two additional sequence-based de-duplication
algorithms that were an improvement on the first algorithm. I have shown that each algorithm

presented is an improvement over its predecessor by comparing the de-duplication achieved
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across all three algorithms for the same data set. I chose the Minimum Threshold algorithm,
based on its de-duplication performance, to be used in a full-scale implementation.

In Chapter 4, I gave the major components involved in the full-scale implementation.
I presented the static data structures added to the file system to accommodate the additional
metadata generated by the Minimum Threshold algorithm, the transient data structures that
are generated for each write and described the relationships between the data structures. I have
outlined the code flow for a file write request and described, in detail, how a file write is handled
from the time it enters the write path to determining which blocks are to be de-duplicated and
which are written to disk.

In Chapter 5, I briefly described the workloads used to test the full-scale implemen-
tation and how they are run. I discussed how de-duplication is calculated and how disk seeks
are gathered and measured. I then, for each workload, presented the impact of the Minimum
Threshold on de-duplication and disk seeks for thresholds of 1, 2, 4 and 8. For comparison I
also tested the workloads without de-duplication enabled. My results show that, for a properly
selected threshold based on the contents of the workload, a sequence-based de-duplication algo-
rithm can shorten the mean disk seek distance, reduce the total number of disk seeks and still
read the same average number of blocks per seek when compared to running the same workload
without de-duplication. Not only is the read performance comparable, my implementation also

de-duplicates data.

6.1 Limitations

To get the Minimum Threshold implementation functioning in the file system, some
compromises were required. The implementation only considered 3000 blocks at a time for each
file. It will attempt to find duplicate blocks on disk for the first 3000 file blocks before looking
at the next 3000 blocks. This means that there is actually a maximum segment size that is
being enforced on the file system. Also, the implementation will not find the longest duplicate
sequence, but the first duplicate sequence that is at least as long as the threshold value.

Currently the Hash Table only stores the first 32 on-disk locations for each unique
MD5 hash. In the current implementation there is no algorithm to only keep locations that
have been used for de-duplication. The first 32 locations a MD5 hash is written to are the
only locations that are used in the table. This is partly because no code was written to handle
paging the data structures in and out of memory and partly to enforce an upper bound on the
number of items in the Algorithm List when determining segment boundaries.

None of the files in the segment know about each other. The current implementation
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attempts to de-duplicate each file write as quickly as possible, but it may have to block if
de-duplicating a write takes too long. Unfortunately, the next thing the file system may do is
choose to de-duplicate the next file write in the segment before finishing the first. This leads to
two major problems. First, because the de-duplication of the first file write did not complete,
none of the unique file data has been written to disk or added to the hash tables. The second
file write loses out on any potential sequences from the first file and now any duplicate data
could be written twice. The second problem is a race condition. For example, de-duplication of
the first file write has begun and all sequences have been found, but before the write is flushed
to disk the process is blocked and the next file is de-duplicated. The next write is found to be
an overwrite and since none of the blocks have been referenced, the old data is deleted and new
data is written. The race condition occurs if the first file write was using any of the deleted
blocks in a sequence or sequences. Currently this race condition does not exist in any of the
data sets tested, so the solution has yet to be decided.

One of the largest hindrances to the results of the implementation was the lack of
a starting file system image. The data structures were pre-warmed with what little data was
available in the traces, but a full file system crawl of the files would’ve yielded more significant

results.

6.2 Future Work

The work presented in this thesis could benefit from the use of Flash memory. The
number of on-disk locations was restricted because no code was written to page data structures
in and out of memory. Writing the code will solve the limitation on storing on-disk locations
problem, but it will also introduce a disk bottleneck problem. The larger the Hash Table and
Reverse Mapping Hash Table data structures become, it becomes increasingly likely that there
will be constant paging in and out of disk. Instead of writing the data structures to disk, a
future task would be to write the data structures to Flash memory. A replacement strategy
could be used to keep the most frequent common matches from the Hash Table and Reverse
Mapping Hash Table in main memory while the remainder of the tables sit in Flash. This
will remove the cap on the number of on-disk locations paired with a MD5 hash and the disk
bottleneck problem. Because the additional metadata will be stored on Flash memory, there
are no disk seeks to access the extra metadata generated by the de-duplication algorithm.

All of the experiments were run with just one client connected to the remote server.
It is similar to an ideal situation where no one else was writing their data to disk and I had

the best chance to perform sequential file writes. While the Corporate and Engineering CIFS
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traces contain the read and write requests from all users that accessed or wrote file data, the
traces had no way to distinguish which files belonged to each user. So there was no real way
to determine the impact of my implementation on each user. From my point of view, and the
way that it was reported in my results, all seeks belonged to one user. In general however,
multiple simultaneous workloads will increase the average seek distance length. The magnitude
by which the seek distances would increase is dependent on the workloads. If there is a strong
intersection between the workloads that would allow for significant de-duplication, the seek
distances would be shorter on average. However, if the workloads have a small intersection
or—even worse—are mutually exclusive, the distance between disk seeks for read requests for
multiple users will increase rapidly.

Crawling a file system to create a static file system state before gathering 3 months
of traces would be immensely beneficial to testing my implementation. The crawl would allow
me to create the starting file system state and warm my data structures before running the
traces. For each client in the trace, create a client that reads and writes the file data for that
client in the trace. If possible, create a way to match read request disk seeks to each client to

get a better feel for system performance as perceived by each client.
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